Enterprise Cloud Oversight Services (ECOS)

Customer Touch Points
Process Map

1.0
You submit the ECOS
Service Request (SR)
for assessment with
Appendix A in
ServiceNow

2.0
You may work through
potential issues with
VITA Staff and the
Cloud Supplier

3.0
You may receive the
Conditional Approval
with the Security
Exceptions &
Contractual
Requirements

4.0
You submit the ECOS
Oversight request in
ServiceNow

* Submission must be done
within 5 days of receiving
the conditional approval

VITA’s ECOS Exceptions and
Cloud Terms & Conditions
Subprocesses occur in parallel

5.0
Agency ISO completes
the ECOS Exceptions in
Archer

VITA ECOS
Exceptions Subprocess

5.0
You submit the Cloud
Terms & Conditions
request

VITA Cloud
Terms & Conditions

Subprocess
* Submission must be done
within 5 days of receiving

the conditional approval

6.0
You may receive
clarification of the
ECOS Exceptions in
Archer

6.0
You may work through
potential issues and
any negotiations with
VITA Staff and the
Cloud Supplier

7.0
You secure the
Agency Head signature
approving the ECOS
Exceptions

* Export the document from
Archer, print and send to the

Agency Head for approval

7.0
You ensure that you
have received all non-
ECOS approvals

* Non-ECOS approvals are
required for: VITA PMD
Approval, Cooperative, GSA

and Sole Source

8.0
You upload the 9.0
approved ECOS You receive the notice
Exceptions with Agency of ECOS Exception
Head signature to approval via email
Archer for VITA review

8.0
You receive the final
Cloud Terms &
Conditions approval
from VITA

VITA
ECOS Active Oversight
Notification Subprocess

11.0
You receive the ECOS
Oversight Service
Notice of Completion
(NOC) via email

12.0
You Accept or Decline
the ECOS Oversight
Service NOC

* Declined services usually
occur when the customer is

not ready to begin oversight

VITA
ECOS Oversight
Reporting Subprocess

13.0
You may be contacted 14.0
regarding the
Supplier ECOS OS
Reporting Requirement
Agreement

You receive a copy of
the ECOS Oversight
Service Report

eports are sent monthly,
. . * Report: t thly,
* Occurs if the Agreement is
quarterly and annually
not returned

15.0
You may receive notice
of an overdue ECOS
Oversight Service
Report

* Occurs if the Report is not
received by the month end

VITA
ECOS Oversight
Escalation Subprocess

16.0
You may assist with any
Escalation

* Occurs if the Report is not
received on time, failed SOC Il

Audits or Remediation

17.0
You may work through
any potential issues
with VITA Staff and the
Cloud Supplier

VITA
ECOS Oversight
Escalation Subprocess
(Supplier Removal)

VITA
ECOS Oversight
Escalation Subprocess
(Resolved Escalation)

18.0
You receive a copy of
the ECOS Oversight
Service Termination
Notice

18.0
You receive a copy of
the ECOS Oversight
Service Report

* Reports are sent
monthly, quarterly and
annually

High-Level Process Key

e Customer touch points are depicted in blue shapes
VITA touch points are depicted in green shapes
e Asterisk (*) is used to identify Process or Phase

Note: VITA process steps shown in this process map are
only those initiating a Customer interaction.
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