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Website Topic Report: Version History

Revision

Date

Description

1.0

04-01-2009

This Website Topic Report combines information from the Website
Policy (ITRM GOV105-00), Website

Standard (ITRM GOV106-01),

Website Guideline (ITRM GOV107-00) and the Internet Privacy
Guideline (SEC2001-02.1) into a single topic report.

NOTE: The numbering scheme for Principles, Recommended Practices
and Requirements in this topic report is sequential. Each Principle’s,
Recommended Practice’s and Requirement’s number is unique and will
not be reassigned if a Principle, Recommended Practice or Requirement
is superseded or rescinded.

2.0

10-19-2011

This revision of the Website Topic Report updates technical
requirements and recommended practices to reflect current trends in
website design including the requested use of horizontal navigation,
introduces social media and mobile applications, and temporarily
exempts the Commonwealth of Virginia Web portal from implementing
the template requirements.

3.0

01-13-2013

The Website Topic Report was revised to address evolving Web
technology and usage with respect to Virginia common page elements,
site design considerations, site

content, mobile sites and mobile applications.

4.0

12/23/2015

This update of the Website Topic Report addresses evolving Web
technology including mobile websites, social media, user experience
and user experience testing.

4.1

07/01/2016

This update was necessitated by changes in the Code of Virginia and
organizational changes in VITA. The changes are

administrative. There are no substantive changes to the principles,
recommended practices or requirements.

5.0

09-21-2017

This updates and aligns the Website Topic Report with the U.S. Access
Board's January 18, 2017 update of section 508. The update replaces
the product-based regulatory approach with an approach based on
information and communication technology (ICT) functions. The update
also addresses evolving Web technology.

Identifying Changes in This Document

See the latest entry in the revision table above.

Vertical lines in the left margin indicate the paragraph has changes or
additions. Specific changes in wording are noted using italics and underlines;
with italics only indicating new/added language and italics that are underlined
indicating language that has changed.

The following examples demonstrate how the reader may identify requirement
and recommend practice updates and changes:

Vil



mailto:ea@vita.virginia.gov

Website Topic Report

Version 5.0
09-21-2017

EXA-R-01

EXA-R-02

EXA-R-03

Example with No Change — The text is the same. The text is
the same. The text is the same.

Example with Revision — The text is the same. A wording
change, update or clarification is made in this text.

Example of New Text — This language is new.
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Preface

Publication Designation
Website Topic Report v5.0

Subject
Website common look and feel and updated
Section 508 IT Accessibility

Effective Date
09-21-2017

Compliance Date
09-21-2017

Scheduled Review:
Every two years

Authority
Code of Virginia, § 2.2-2007
(Powers of the CIO)

Code of Virginia, § 2.2-2009
(Additional Powers of the CIO relating to security)

Code of Virginia, § 2.2-2012
(Additional powers and duties related to the
procurement of information technology)

Scope

The topic requirements in this report are
applicable to all Executive Branch state agencies
and institutions of higher education (hereinafter
collectively referred to as "agencies") that are
responsible for the management, development,
purchase and use of information technology
resources in the Commonwealth of Virginia. This
topic report does not apply to research projects,
research initiatives or instructional programs at
public institutions of higher education.

Purpose

The purpose of the website topic is to encourage
and support a consistent design and user
experience across Virginia government websites.
This report provides guidance and direction to
assist agencies in developing a common look and
feel and brings together relevant accessibility
requirements established by the Code of Virginia,
the Governor, the Secretary of Technology, and
the Chief Information Officer of the
Commonwealth.

General Responsibilities
(Italics indicate quote from the Code of Virginia
requirements)

Chief Information Officer of the
Commonwealth (CIO)

Develops and approves statewide technical and
data policies, standards and guidelines for
information technology and related systems.

Virginia Information Technologies Agency
(VITA)

At the direction of the CIO, VITA leads efforts that
draft, review and update technical and data
policies, standards, and guidelines for information
technology and related systems. VITA uses
requirements in IT technical and data related
policies and standards when establishing
contracts, reviewing procurement requests,
agency IT projects, budget requests and strategic
plans, and when developing and managing IT
related services.

Information Technology Advisory

Council (ITAC)

Advises the CIO and Secretary of Technology on
the development, adoption and update of
statewide technical and data policies, standards
and guidelines for information technology and
related systems.

Executive Branch Agencies

Provide input and review during the development,
adoption and update of statewide technical and
data policies, standards and guidelines for
information technology and related systems.
Comply with the requirements established by COV
policies and standards. Apply for exceptions to
requirements when necessary.

Relationship Management and Governance
Directorate

In accordance with the Code of Virginia 8§ 2.2-
2010 the CIO has assigned the Relationship
Management and Governance (RMG) Directorate
the following duties: Develop and adopt policies,
standards, and guidelines for managing
information technology by state agencies and
institutions.”

Definitions

Definitions are found in the single comprehensive
glossary that supports Commonwealth
Information Technology Resource Management
(ITRM) documents (COV ITRM Glossary).

Related ITRM Policies, Standards, and
Guidelines
. Enterprise Technical Architecture (ETA)
Application Domain Report

. IT Accessibility Topic Report

e Enterprise Architecture Standard (EA225-
series)
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Executive Summary of ETA Website Topic

Twenty years ago, if a government entity had a static “brochure” website to assist in its
communication and outreach activity, it was considered innovative. Today, digital
government has become a recognized tool for providing service. Methods, devices, service
and software providers now morph exponentially. Usability, responsive design and
predictive analysis are current buzzwords that likely will be passé by the time this report is
approved.

The rapid pace of change has not, however, altered a basic need for government websites:
trust. From that foundation, other government-specific requirements differentiate the sector
from those of business and industry. In order for government to be a successful service
provider through its electronic communication channels, it must be reputable, believable,
secure, trustworthy, transparent, retained and auditable.

The importance of this basic tenet drives the compilation and publication of Virginia’'s
Enterprise Technical Architecture (ETA) Website Topic Report, which is a subset of the ETA
Application Domain Report. This vital governance provides agencies with a foundation of
development and support platforms, tools, processes, practices and requirements that can
be used to implement business processes and meet the commonwealth’s ever changing
business needs.

Rather than prescribing specifics, this topic report promotes common presentation
standards. It is recognized that technology will continue to evolve more quickly than its
supporting documentation. As a topic of the ETA Application, this report expands on the
principles, requirements and recommended practices presented in the ETA Application
Domain report.

The ETA Website Topic Report provides a common website template for all Executive Branch
agencies. All principles, requirements and recommended practices identified in this report
are adopted as ITRM standards in the current version of the EA Standard (ITRM EA225-
series). This includes, but is not limited to standards from the World Wide Web Consortium
(W3Q), the Web Accessibility Initiative (WAI), and other standards bodies referenced, such
as Section 508 of the Rehabilitation Act of 1973, as amended.

A “checklist” of the website principles, requirements and recommended practices will also be
posted on the “EA Library HAecessibiity-Standards;Website-Standards-& Website

Guidelines” page of the VITA website and-on-the-Department-ofRehabilitative-Services’
“Web-Aeccessibility-and-Training-Guide™OWATS)website.
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Introduction

Definition of Key Terms

This document presents architecture direction for agencies when planning or making
changes or additions to their information technology through:

e Principles — high-level fundamental truths, ideas or concepts that frame and
contribute to the understanding of the ETA.

e Requirements — statements that provide mandatory Enterprise Architecture direction.

e Recommended Practices — statements that provide guidance to agencies in

improving cost efficiencies, business value, operations quality, reliability, availability,
decision inputs, risk avoidance or other similar value factors. Recommended
Practices are optional.

e Mobile display: A website version that is optimized for viewing on a variety of screen
sizes.

o MeobiHe Responsive website — A web design approach aimed at crafting websites to
provide an optimal viewing experience—easy reading and navigation with a minimum
of resizing, panning, and scrolling—across a wide range of devices (from mobile

phones and tablets to desktop computer monltors) A—websrte—spreemeal-ly—desntgﬁed

e Mobile app — A software application written to run on mobile devices, such as smart
phones and tablets.

Glossary

As appropriate, terms and definitions used in this document can be found in the COV ITRM
IT Glossary. The COV ITRM IT Glossary may be referenced on the ITRM Policies, Standards
and Guidelines web page at http://www.vita.virginia.gov/library/default.aspx?id=537.

Information Scope

e Website Technical Components
Virginia Common Template — Page Elements
Virginia Common Template — Site and Application Content
Virginia Common Template — Site Design Consideration
Technology Component Standard
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e Website Compliance Tools on Statewide Contract
| o+ Implementation
e Appendices

Website Topic Scope

The purpose of the website topic is to encourage and support a consistent design and user
experience across Virginia government websites. This report provides guidance and
direction to assist agencies in developing a common look and feel and brings together
relevant accessibility requirements established by the Code of Virginia, the Governor, the
Secretary of Technology, and the Chief Information Officer of the Commonwealth greater

Y w v — The goals of this topic
are to create a useable and accessible template and set of requirements for all agencies to
implement and to establish specific content and update requirements. Achieving these
goals will move Virginia government from the “stovepipe” designs of the last decade to a
truly unified “one government” of the 21° century. The topic ensures websites follow basic
rules of proper design. A site that is badly designed may be complete with valuable
information, but if people cannot easily (without detailed knowledge of the structure of
government) access the information they will go elsewhere and valuable IT dollars will have
been wasted.

The topic makes use of a wide body of research and studies, including those guidelines
established by the World Wide Web Consortium (W3C), the Web Access Initiative (WAI), as
well as Section 508 guidelines from the Architectural and Transportation Barriers
Compliance Board (Access Board) of the U.S. Federal Government. The Website Topic
Report focuses on the design requirements directly related to websites.

Overall Website Topic Scope

This topic report addresses accessibility, template and implementation requirements and
agency plans for implementing those requirements. The report has been organized in
sections as follows:

e Those items to be addressed on every agency web page
The site and application content to be included on every agency website
The design considerations for every agency website
The external content to be included on every agency website
The implementation of new and developing Web technologies for every agency
The principles for user interface design
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Agency Exception Requests

Agencies that want to deviate from the requirements and/or technology standards specified
in COV ITRM Standards may request an exception using the Enterprise Architecture
Change/Exception Request Form. All exceptions must be approved prior to the agency
pursuing procurements, deployments or development activities related to technologies that
are not compliant with the standard. The instructions for completing and submitting an
exception request are contained in the current version of COV ITRM Enterprise Architecture
Policy. The policy and exception request form are on the ITRM Policies, Standards and
Guidelines web page at http://www.vita.virginia.gov/library/default.aspx?id=537.

The following entities are considered to be exempt from implementing the template
requirements.

The Virginia Tourism Corporation

e The Library of Virginia

e Museums

¢ Institutions of Higher Education

All other agencies are to implement both the template and the accessibility and usability
requirements. If an agency believes it should be exempt or be granted an exception, the
agency is allowed the option of applying to be exempt or for an exception from the template
implementation as described above.

Future Website Initiatives

Future website related topics include the development of additional principles, requirements

and recommended practices for web-audierideo,~website-transtation-engines-and-other

emerging web technologies.

Topic-wide Principles, Recommended Practices and
Requirements

The following principles, recommended practices and requirements pertain to all
components, in all situations and activities related to the ETA Applications Website Topic.
Component specific principles, recommended practices and requirements will be discussed
in the next section of the report.

Topic-wide Principles
The following are website topic-wide principles:

WEB-P-01: User-Centric Approach — The commonwealth’s portal and all
agencies within the commonwealth pertat shall have websites
that are intuitive, easy to use, and accessible to all users.
Jargon, program names and acronyms shall be avoided or
explained when they would be confusing to users.

WEB-P-02: Accessibility Principle — Agency websites shall be made
accessible to all citizens and employees with disabilities, to the
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same or an equivalent level of access and use that is available to
citizens and employees without such disabilities.

The following are 10 usability principles for user interface design developed by the Nielsen
Norman Group™:

WEB-P-03: Visibility of system status — The system should always keep
users informed about what is going on, through appropriate
feedback within reasonable time.

WEB-P-04: Match between system and the real world — The system
should speak the users' language, with words, phrases and
concepts familiar to the user, rather than system-oriented terms.
Follow real-world conventions, making information appear in a
natural and logical order.

Web-P-05: User control and freedom — Users often choose system
functions by mistake and will need a clearly marked "emergency
exit" to leave the unwanted state without having to go through
an extended dialogue. Support undo and redo.

WEB-P-06: Consistency and standards — Users should not have to wonder
whether different words, situations, or actions mean the same
thing. Follow platform conventions.

WEB-P-07: Error prevention — Even better than good error messages is a
careful design which prevents a problem from occurring in the
first place. Either eliminate error-prone conditions or check for
them and present users with a confirmation option before they
commit to the action.

WEB-P-08: Recognition rather than recall — Minimize the user's memory
load by making objects, actions, and options visible. The user
should not have to remember information from one part of the
dialogue to another. Instructions for use of the system should be
visible or easily retrievable whenever appropriate?.

WEB-P-09: Flexibility and efficiency of use — Accelerators -- unseen by the
novice user -- may often speed up the interaction for the expert
user such that the system can cater to both inexperienced and
experienced users. Allow users to tailor frequent actions.

WEB-P-10: Aesthetic and minimalist design — Dialogues should not contain
information which is irrelevant or rarely needed. Every extra unit
of information in a dialogue competes with the relevant units of
information and diminishes their relative visibility.

1 Usability Heuristics for User Interface Design, Nielsen Norman Group, http://www.nngroup.com/articles/ten-
usability-heuristics/. Retrieved 09/19/2014
2 Memory Recognition and Recall in User Interfaces, Nielsen Norman Group,
http://www.nngroup.com/articles/recognition-and-recall/. Retrieved 09/19/2014
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WEB-P-11: Help users recognize, diagnose, and recover from errors —
Error messages should be expressed in plain language (no
codes), precisely indicate the problem, and constructively
suggest a solution.

WEB-P-12: Help and documentation — Even though it is better if the system
can be used without documentation, it may be necessary to
provide help and documentation. Any such information should be
easy to search, focused on the user's task, list concrete steps to
be carried out, and not be too large.

The Virginia Information Technology Accessibility-Standard Topic Report provides direction
and requirements to agencies to develop agency websites that enable Virginia citizens and
commonwealth employees with disabilities to have access to and use of information and
data comparable to the access and use by commonwealth employees and Virginia citizens
who do not have disabilities.

For details on any of the web content accessibility guidelines, please see thereferenced
eheekpoeintin the World Wide Web Consortium’s (W3C) Web Accessibility Initiative’'s (WAI)
Web Content Accessibility Guidelines (WCAG)_2.0 10 at: Please-see-WCAG

eheekpoint: http://www.w3.org/TR/WCAG20/

Topic-wide Recommended Practices

The Website Topic Report team identified the following topic-wide usability best practices.

WEB-RP-46  User-focused Design: Website developers and managers
should strive to achieve the 10 widely accepted usability heuristic
principles as part of website builds, redesigns and optimization
activities. The 10 principles are outlined in WEB-P-03 through
WEB-P-12 above.

WEB-RP-47 Identify Your Users: Consider all of the different types of users
who access your site, their characteristics, such as educational
level and location, and their needs for information and services
when visiting the website. Creation of use cases is a helpful
exercise.

WEB-RP-48 Plain English: Can your user understand the content you
provide? Consider adoption of simple language, short sentences
and jargon-free content for best impact. Use active verbs
wherever possible. Write text at an educational level proven or
surmised for your audience. Avoid “government speak.”
Readability, scannability and information load should be
considered. (For references see Attachment B. below)

WEB-RP-49 Progressive Testing: Usability testing with repeatable use
cases should be undertaken with actual users, ideally presenting
iterative rounds of design to the same testers during the design
and development cycles. Developers and business owners should
consider participating in these processes.
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WEB-RP-50 Analytics: Webmasters should consider installing a tool to track
traffic, users, page views, exit points and other desired metrics.
Information gathered should be used to initiate data-driven
optimization of a site and its content.

Rationale:

Usability is a journey, not a destination — and its implementation provides
benefits to the website owner as well as the user. The goal of employing
usability best practices is to enable users to easily understand and consume
information needed to complete their desired interactions with government.

Topic-wide Requirements

There are no website topic-wide requirements at this time.

Website Technical Components

Each agency is responsible for ensuring that all public content and web applications
related to their agency adhere to the website related requirements identified in this
document and adopted as COV ITRM requirements in the ETA Standard. This
requires that any Service Level Agreements (SLA) entered into by an agency will
outline the responsibility of ensuring that all content and web applications related to
their agency adhere to the template requirements.

Sharing recommended practices related to the functions of websites may aid
agencies in reducing cost, improving management practices, and improving services
and tools for the government and its citizens. Website architecture should be an
enterprise solution that focuses on the needs of citizens and businesses. Its design
should be intuitive, easy to use, and accessible, without jargon and confusing
program names. axd Abbreviations shall be avoided or explained when they would
be confusing to users.

The following requirements address a common web template for publicly accessible
state websites and the state internet trternet portol Pertat. Standardization with
respect to these requirements provides a user-focused web presence for the

commonwealth. Fhe-Web-Aceessibitity-andTemplate-Guide-(WATG)-istocated

report.
Virginia Common Template — Page Elements

These elements provide a common web template and corresponding guidance and
direction related to all the components an agency must put on every page of its
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website. The guidance and direction is provided in the form of recommended
practices and requirements that bring together relevant best practices that affect

webS|te serwces prowded by state agenC|es Fe%add—r&eﬁal—gtﬁdaﬁee—a—Web

An important objective of the common template requirement is to create a user®
focused, or “user-centric,” web presence for the commonwealth, including a common
look and feel to all agency websites. This objective is addressed by creating a
template and set of website requirements for all Agencies to implement that assist in
making the agency web pages accessible and usable. An essential objective of this
requirement is to assist in making the website user’'s experience as pleasant and
trouble-free as possible. It also includes putting government services and content
where citizens can easily find them, and in a format that is easy to use.

Code containing the “Commonwealth Banner,” all links contained within the banner,
sample template code and specifications are located at the VITA WATG site:
http://www.developer.virginia.gov (expected to go live September/October 2017).

All approved requirements are built into the template, but each agency is responsible
for its content and ensuring that the content it adds remains compliant with the
Common Template requirements identified in this report and the_Virginia Information
Technology Accessibility Topic Report (ITRM GOV103-01).

Virginia Common Template

The Virginia common template is a visual arrangement of web page elements. It
specifies where common items should appear so users know where to look for them
and to have a unified look-and-feel across Virginia government websites.

WEB-R-05: Virginia Common Template — All Executive Branch
agencies shall use the Virginia Common Template for
public websites and web applications, except the following
exempt entities:

e The Virginia Tourism Corporation
e The Library of Virginia

2 In the case of government websites, a "user" is any user to that site, targeted or untargeted. It is possible for a
user base to have several sub-groups of users, in which case it is acceptable to target specific user groups. If
specific user groups are targeted for a public-facing site, there must be a clear distinction made to users when
they leave the public user site and enter more specific targeted sections.
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e Museums
e Institutions of Higher Education

Extranets and intranets are not required to follow any
website requirements but still shall comply with the
current version of the COV ITRM IT Accessibility Topic
Report Standard (GOV103-01).

All requirements in the Website Topic Report apply to both
the primary agency website and the mobile version,
except as noted herein.

Rationale:

Standardization with respect to this requirement provides a user-
focused web presence for the commonwealth.

Commonwealth Banner

The Commonwealth Banner is the black bar that appears at the top of Virginia
government web pages. It contains links relevant to all agencies.

WEB-R-01: Commonwealth Banner Code, Content and Location —

Adgency Sites
The code containing the black “Commonwealth Banner” shall be

used on all agency websites and is available on the VITA site

at: http://www.developer.virginia.gov.

e “Skip to Content” — (skip-nav) shall be hidden within the
code of the Commonwealth Banner to allow screen reader
access at the beginning of each page.

[

portal
“Eind an Agency Ageneies” — right teft align text link
HeElIEFIqEF!l Isft aI'IE“q

“Seareh-Virginia.gov” — right align text link

The “Commonwealth Banner” shall be blaek-and posted
above the “Agency Header Site-Banner” area at the top of
every page of each site. It shall be 28 48 pixels in height
in its default mode.

o o o o

| Examples:

Examples of the Commonwealth Banner branding bar images are located
in Appendix A.

Rationale:

To bring statewide functionality relevant to all agency websites and users to
one common location.
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Mobile_Display Sites

e On mobile display's home page, the Commonwealth
Banner shall be:

o0 Posted above the agency header at the top;
6 Blaek: and

o0 at least 15 pixels high:—and

0 econtain-the-Virginia-govtogo.

e The virginia.gov logo shall link to the Virginia.gov portal.

e The other standard site Commonwealth Banner
requirements are optional for mobile display.

e On subpages, the Commonwealth Banner is optional. If
the Commonwealth Banner is not shown, the Virginia.gov
logo shall appear in the page footer.

e For the definition of Mobile Display Website and Mobile
App see Key Definitions above.

Virginia.gov Portal
The Virginia.gov portal shall comply with the most recent
requirements in the Website Topic Report, except as noted
herein.

The Virginia.gov portal website shall comply with the WEB-R-

01 requirements except as+roted-below:

e {i]nstead of the Virginia.gov logo, the Virginia.gov
Commonwealth Banner shall have the text “The official
website of the Commonwealth of Virginia” left-aligned.

Rationale:

To avoid presenting duplicate links and text on the Virginia.gov portal
Website.
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| Agency Header Site-Banner

The Agency Header Site-Banner is the area below the top blaek Commonwealth
Banner and above the Navigation Trail. It contains the agency name and often
contains graphics related to the agency.

WEB-R-07: Adgency Header Site-Banner — Each agency shall create its
own Agency Header Site-Banner for use in the template; it shall
be 100 pixels high and able to accommodate screen
resolutions 1366 3624 and wider gracefully.

e The Agency Header Site-Banner shall contain the full agency
name or site name and be created in one of the specified
standard fonts.

| Mobile_Display Sites

e For mobile display, there shall be an Agency Header Site
Bannrer. It has no height requirements.

e The mobile Agency Header Site-Banner is required on all
subpages. The Agency Header Site-Banner shall identify the

agency by containing the approved agency name, site name,
agency abbreviation, or logo. A “Back” or “Menu” link shall
be displayed in the Agency header on any page that does not
explicitly list the main Agency Header Site-Banner navigation
links.

Other items, design or functional, may be used in this area based on each agency’s
business needs.

WEB-R-43: Enterprise and/or mandated graphic and other
independent links — Enterprise and/or mandated graphic and
other independent links shall be prominent and visually
separated and below the navigation links to avoid user
confusion. These do not count towards the 12-link limit.
Examples include graphic links to agency-specific reports
on Commonwealth Data Point are-VirginiaPerforms. These
graphic links shall be clearly delineated from the primary
navigation to assist the user; they may or may not appear on
each page beyond the home page, as determined by the
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agency. The Virginia Information Technologies Agency (VITA)
shall approve exceptions prior to site redesign implementation.

WEB-R-08: Site Search — If a site contains more than 36 pages, it shall
provide an agency site search box which shall appear on every
page and be located in the upper right quadrant of the page but
not in the Commonwealth Banner.

| Mobile Display Sites

e If the mobile site contains more than 36 pages, the mobile
version shall also provide a search feature. Placement is at
the discretion of the agency.

| Breadcrumb Navigationr Trail

The Navigation—TFrail-or “Breadcrumb Trail” appears below the “Agency Header Site
Banner.” It shows the route from the homepage to the page the user is on. Using
the Navigation Trail links, users can return to previous or parent pages. The links
can help orient a user.

| The following are requirements related to Breadcrumb Navigatien Trails:

WEB-R-09: Breadcrumb Navigatierr Trail Location - A
Breadcrumb rnawvigationr Trail shall be located below and
contiguous to the "Agency Header" in the template. If the
primary navigation is horizontal, the Breadcrumb navigatien-Trail
shall be placed immediately abeve-or below the primary
navigation.

The breadcrumb text shall be located on the left side of the
navigation bar. See Glossary: “breadcrumb”

Mobile_Display Sites

e For mobile display, the Breadcrumb Nawvigatien Trail is
optional.

VWER-R-30" ; ; i e 3

WEB-R-11: Breadcrumb Newtgatterr-Trail Height & Resolution —
The Breadcrumb Nawvigatien Trail shall not exceed 25 pixels in
height in its default mode. This area shall be permitted to grow
to accommodate changes in font sizes through user specification
or scripting such as CSS and/or JavaScript that allow font sizes to
change. This section shall be scalable, but always default to no
more than 25 pixels in height with standard font sizes. If
breadcrumb text wraps to a second line, the breadcrumb trail bar
can become taller to accommodate it.
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| Mobile_Display Sites

e For mobile display, there are no requirements
for Breadcrumb Navigatien Trail Height and Resolution.

superseded-by-WEB-R317en16/19/204%-

: . . i I hi .
superseded-by-WEB-R-68-en16/19/2041-

| The following are recommended practices related to Breadcrumb Navigatien Trails:

WEB-RP-02: Provide Navigation Mechanisms — Provide access to content
through a variety of navigation mechanisms, including sequential
navigation, direct navigation, searches and structured navigation,
as appropriate.

Rationale:

Users should be able to navigate to important pieces of content within a
configurable view, identify the type of object they have navigated to, interact
with that object easily (if it is an enabled element), and review the
surrounding context (to orient themselves). Providing a variety of navigation
and search mechanisms helps users with disabilities, as well as users without
disabilities, access content more efficiently. Navigation and searching are
particularly important to users with-serial-aceess-to-content-or who navigate

sequentially (by moving the focus).

Direct navigation is important to users with some physical disabilities (who
may have little or no manual dexterity and/or increased tendency to push
unwanted buttons or keys) and to users with visual disabilities. Expert users
also will benefit from direct navigation. Direct navigation may be possible with
the pointing device or the keyboard (e.g., keyboard shortcuts).

User agents should allow users to navigate to content known to be
structurally important, such as blocks of content, headers and sections,
tables, forms and form elements, enabled elements, navigation mechanisms
and containers.

WEB-RP-03: Orient the User — Provide information that will help the user
understand browsing context.

Rationale:

All users require clues to help them understand their location when browsing:
where they are, how they got there, where they can go and what is nearby.

Navigation Links

Navigation Links refer to the main links on the left side or top of agency web pages.
They generally link to major areas or categories on a site.
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WEB-R-14: Primary Navigation Links -

If the primary navigation is vertical, it shall be located on the
left side of the page immediately below the Navigation—T+ail
“Breadcrumb Trail Ba¥r.”

If the primary navigation is vertical, no more than twelve
main navigation links shall be used.

If the primary navigation is in the Agency Header Site
Banner, it shall be placed immediately above erbelew-the

NavigatienTrail “Breadcrumb Trail Bar.”

If the primary navigation is horizontal, no more than eight
main navigation links shall be used.

If the primary navigation is vertical, the Breadcrum Trail shall
be above the main page content.

If top navigation with dropdowns is used, the dropdowns may
temporarily overlap the Navigation Trail and content area as
long as the dropdowns can be closed so users can access the
Navigation Trail and content area.

If a site uses both a left column of navigation and a top
navigation bar, the primary links shall only appear in one of
the two locations. A site may have (but is not required to
have) both a left column of navigation and a top navigation
bar.

Primary links shall remain the same throughout the site.

Graphics and other links on the left side of the page shall be
visually separated and below navigation links to avoid user
confusion.

The Virginia Information Technologies Agency shall consider
approval of requests for exceptions prior to site redesign
implementation.

| Mobile_Display Version

A mobile site’s primary navigation shall appear immediately
above or beneath the Breadcrumb Nawigation Trail Bar (if
any). If there is no Breadcrumb Navigatien-Trail Bar then the
primary navigation shall appear under the Agency Header Site
Banner.

On subpages, the Primary Navigation may be replaced with a
link to the mobile site homepage or evoked from the Menu
button.
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= Mobile_displays sites do not need to include all of the
navigation links from the primary agency website.

= Mobile_displays sites do not need to contain all the content
from the primary agency website.

| = Mobile displays may have a collapsible menu.
Rationale:

To avoid clutter, apply uniform navigation to improve the usability across all
commonwealth websites.

WEB-R-15: Number of Sub-navigation Links — There shall be no more
than twelve sub-navigation links for a primary navigation link.
Sub-navigation shall be visually distinct from the main navigation
links (e.g., indented, fly-out, different color or different location).
Sub-navigation links shall be semantically distinct from the main
navigation links. Sub-navigation links shall not count towards the
primary navigation link limit, and may vary from page to page.

Rationale:

To permit greater link decomposition and delineation within the primary link
area while avoiding confusing clutter.

Page Footer

The Page Footer is the area at the bottom of an agency web page. It contains specific
standard information about the site.

WEB-R-17 Page Footer - Each page shall have a footer containing, at a
minimum, the following information:
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Agency name

Copyright information

Text or an approved icon link stating WAI compliance.
Link to the agency’s Internet Privacy Policy Statement.

“Contact Us” link (Agencies may add other “Contact Us” links as
desired; only this one is mandated.)

| Mobile Display-Sites
° For mobile display subpages without the Commonwealth
Banner, the Virginia.gov logo shall appear in the page footer.

Language Translation

Language Translation refers to links to versions of a given page in other languages.
Generally the translation is automated on the fly, but agencies could link to hand-crafted
translations of select pages.

There are several free language translators available today that automatically translate
the HTML content on a website. These translators allow the non-English speaking user
of the website to understand the general intent of the site, but do not provide a polished
translation of the site. For the best results the English text should use proper grammar
and punctuation, and avoid the use of abbreviations, slang and complex or lengthy
sentences.

An alternative solution to automatic translation services is to provide just the most
essential information from a website into the different preferred language(s) by means
of an actual human language translator. This option may be possible since this shall not
require the entire site being translated.

The website should caution that the translators are offered as a service to non-English
speaking users and are provided "as is." No warranty of any kind, either expressed or
implied, is made as to the accuracy, correctness or reliability of any translations made
from English into any other language, or translations from any foreign language into
English. Some pages may not be accurately translated due to the limitations of the
translation software, such as dynamic or interactive pages.

Automatic language translators can have a difficult time translating graphical elements,
so forethought should be taken in utilizing these elements, especially when they contain
important and essential information for the user. This also applies to PDF documents. If
you have important and essential information in this format alone, you should also
provide an HTML text equivalent for the automatic language translators to read and
interpret.

WEB-RP-08: Language Translation — Agencies should consider providing an
automatic translation service for the HTML content on the agency
website in the footer as a potential aid to non-English speaking users
in understanding the general intent on the site.

Rationale:

For consistency and ease of use, all Commonwealth of Virginia sites should place
automated translators in the same place on their sites. The footer is an easy to
find place that doesn’t distract from the main content of the page.
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Virginia Common Template — Site and Application Content

This section identifies the various items that an agency shall address or add to their
website and application content.

WEB-RP-07:

| Rationale:

Advertisements or Commercial Banners — should not appear
unless authorized by the Commonwealth of Virginia or the agency.

Advertisements are any exchange of money, goods or services between Virginia
government entities and outside entitles solely for visibility on a state website.
Acceptance of advertising on government websites reduces trust in content and
should be avoided where possible.

WEB-RP-51:

Plain language - Plain language (also called plain english) is
communication the audience can understand the first time they read
or hear it. Written material should be #s in plain language so the
audience can:

e Find what they need;

e Understand what they find; and

e Use what they find to meet their needs.

There are many writing techniques that can help achieve this goal.
Among the most common are:
e Logical organization with the reader in mind
"You" and other pronouns
Active voice
Short sentences
Common, everyday words
Easy-to-read design features

Reference: Plain Language.Gov (federal gov't
initiative): http://www.plainlanguage.gov/index.cfm

Background of Plain Language: It's the federal law

President-Obama-sighed The Plain Writing Act of 2010F en-October13,-2010—Fhe
taw-requires that federal agencies use "clear Government communication that the public can
understand and use." On January 18, 2011, the administration ke issued a new Executive
Order, "E.O. 13563 - Improving Regulation and Regulatory Review.Z" It states that "[our
regulatory system] must ensure that regulations are accessible, consistent, written in plain
language, and easy to understand.”

Web Content Accessibility

Web Content Accessibility refers to coding practices that aid in accessing online content.
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WEB-RP-17: Observe Operating Environment Conventions — Observe operating
environment conventions for the user agent user interface,
documentation, input configurations and installation. Part of user agent
accessibility involves following the conventions of the user's operating
environment, including:

) following operating environment conventions for user agent user
interface design, documentation and installation; and

o incorporating operating environment level user preferences into the
user agent.

WEB-RP-18: Provide Alternate Information Delivery — To enhance a user’s
experience with a website, webmasters should implement features that
allow a user to request high-contrast colors (for users with low vision) or
graphical rendering of audio cues (for users with hearing disabilities).
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Rationale:

Some content or behavior specified by the author may make the user agent unusable
or may obscure information. If you offer audio or video content, allow the user to
manually start the content. Do not have audio and video content start automatically
when a page loads.

For instance, flashing content may trigger seizures in people with photosensitive
epilepsy, or may make a web page too distracting to be usable by someone with a
cognitive disability. Blinking text can affect screen reader users since screen readers
(in conjunction with speech synthesizers or Braille displays) may re-render the text
every time it blinks. Distracting background images, colors, or sounds may make it
impossible for users to see or hear other content. Dynamically changing web content
may cause problems for some assistive technologies. Scripts that cause

unanticipated changes (e.g., those wiewpoirnts that open without notice or automatic
content retrieval) may disorient some users with cognitive disabilities.

Contact Instructions

Contact Instructions provide information to users that enable them to contact the agency for
help, for example by phone or e-mail.

WEB-R-19: Contact Instructions — The Contact Us page is accessible from the
page footer and shall include, at a minimum, the agency’s:
e Mailing address;
| e FAX number,_if available;
e Phone number, including a toll-free number and/or, TTY number if
available; and an
| e Email link or contact form to an agency contact.

Custom 404 Error Message

A Custom 404 Error Message is a customized message returned to website users
when a requested web page is not found.

recommended-practiceon—106/19/20131

WEB-RP-35: Custom 404 Error Message - Agencies should implement a
custom 404 error message page. Whenever possible, have the
server redirect the user to the new page.

Rationale:

The 404 Error Message is the frequently seen hypertext transfer protocol (HTTP)
status code that informs a web user that a requested page is "Not found." By
creating custom contents for a 404 status code page and substituting it for the
standard 404 page that the browser gsualy provides, the webmaster can:

e personalize the message

Page 19 of 33


http://www.w3.org/TR/UAAG10/glossary.html%23def-assistive-technology

Website Topic Report

Verison 5.0
09-21-2017

e encourage the user to notify the Webmaster so that the situation can be
fixed; and

e provide the user other ways to find the information they’re looking for (e.g. a
link to the site map page or a site search box).

Search Engine

A search engine allows users to search online content. Public agency sites shall have a site-
specific search (to search the current website) and-atink-to-commonwealth-searech—(to
search-all-state-ageney-sites).

WEB-R-24:

WEB-R-25:

Rationale:

Public Search Engine Compatibility — All public content posted on a
Virginia government website shall be searchable and discoverable
through public search engines.

META Tags — Every page on an agency website shall contain an
accurate meta description in order to ensure any search engine {agenrey;

EYWHGE SImmSiolS A—EeRgHe t a a0 6o oSo006g1e) Can

display meaningful search results.

To assist search engines in indexing or “crawling” the dynamic content on a
government website. The description meta tag is generally shown beneath the links
in search results. Having meaningful description meta tag text helps search engine
users choose the correct link to find the information they are looking for.

A
v

Sitemap XML File — Each agency shall include an XML sitemap
at the root level of the site to facilitate statewide search.

WEB-R-23:

WEB-RP-39:

Rationale:

WEB-RP-38: Sitemap XML Schema — The sitemap XML shall follow the XML
schema standard as defined on the W3C XML Core Working

Group.

Updating Sitemap XML Files —Fhisreqguirement-becamea
recommended-practice-on-09/21+/201+F.

Updating Sitemap XML Files —Agency webmasters shall update their
agency XML sitemap on a regular basis as substantial updates are made
to the site and particularly if a large number of new URLs representing
significant new content are added. New sitemap files are not needed to
reach content changes on existing URLs.

By updating the search sitemap in this manner, the users will experience a better,
more accurate search.
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WEB-R-26:

Periodic Search Testing — All webmasters shall test search results
relevant to their agency name and content internally and externally on a
regular basis.

WEB-RP-22:

WEB-RP-23:

Audience Focused Search Engines-Results — Websites should use a
search engine technology that is able to handle the needs of their
audience.

Variable Data and Search Engine Results — Webmasters should take
particular care to examine and include in their XML sitemap schema
those URLs behind database content and interactive forms, as these are
historically more difficult for search engines to index.

Internet Privacy Policy Statement

The Internet Privacy Policy Statement tells users how any collected personal information is
handled on the site. It also contains other information about the site.

WEB-R-27:

WEB-R-28:

Internet Privacy Policy and Statement — To comply with Code of
Virginia, § 2.2-3803 (B) at a minimum each agency shall:

o Develop an Internet privacy policy and an Internet privacy policy
statement that explains the policy to the public; and,

) Tailor the policy and the statement to reflect the information
practices of the individual agency.

Internet Privacy Policy and Statement - Collection of
Information — To comply with Code of Virginia, § 2.2-3803 (B)
at a minimum, the Internet Privacy Policy and Internet Privacy
Policy Statement shall address:

) What information, including personally identifiable information,
shall be collected, if any;

) Whether any information shall be automatically collected simply by
accessing the website and, if so, what information;

o Whether the website automatically places a computer file,
commonly referred to as a "cookie," on the Internet user's
computer and, if so, for what purpose; and,

o How the collected information is being used or shall be used.

Except for those systems listed in the Code of Virginia, 8 2.2-3802, as
exempt, the following also shall be included:
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Rationale:

o A prescribed procedure for an individual to learn the purpose for

which information has been recorded and particulars about its use
and dissemination; and

o A clearly prescribed and uncomplicated procedure for an individual

to correct, erase or amend inaccurate, obsolete or irrelevant
information.

Modern information technology tools have the potential to extend the meaning of
“personal information” to include the web browsing habits of users of the Internet.
Web browsers have been designed with the ability to collect and pass potentially
identifying information via “cookies” of which the user may not even be aware.
Internet servers collect very specific information necessary to allow the transfer of
information between computers.

WEB-R-29:

WEB-R-30:

WEB-R-31:

WEB-R-32:

Rationale:

Internet Privacy Policy Statement — Link Location - A link to the
Internet Privacy Policy Statement shall be featured in a conspicuous
manner on the website home page, in the page footer.

Internet Privacy Policy Statement — Data Retention — The
statement shall state that any personal information that is collected and
retained is maintained in compliance with the Code of Virginia, 8§ 2.2-
3800 and 2.2-3803.

Internet Privacy Policy Statement — Freedom of Information Act
(FOI1A) — The statement shall remind users that information collected
on this site may be provided to anyone that requests it under the
Virginia Freedom of Information Act.

Internet Privacy Policy Related Requirements — All agency
websites shall have a web policy, and the web policy shall include
the following:

e Disclaimer — a statement that indemnifies the commonwealth from
responsibility for third party or externally linked content.

e Link policy — a policy stating the criteria that allows a link to be
placed on the site.

e FOIA — a statement that explains the agency’s Freedom of
Information Act policies and contacts.

This section provides agencies with Internet websites direction for developing an
Internet Privacy Policy and an Internet Privacy Policy Statement in compliance with

the Code.
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WEB-RP-53: Digital Ad Retargeting — Agencies considering digital ad retargeting
are strongly advised to consult with their Attorney General's office
and/or agency counsel before proceeding. Rationale: Most types of
digital ad retargeting have the potential to violate the Code Virginia’s
privacy requirements regarding the collection and correction of
personally identifiable information (82.2-3800 and 82.2-3803). Potential
conflicts arise for two reasons. First, retargeting typically collects IP
addresses and users' browser histories, which may be considered PII.
Second, the number and distribution of outlets that retargeting relies on
renders it impractical for state agencies or their subcontractors to
correct or update users' collected personal and/or private information
(PI1) as required in the Code.Second, the number and distribution of
outlets that retargeting relies on renders it impractical for state agencies
or their subcontractors to correct or update users' collected PIll as
required in the Code.

Citizen Cyber Security Awareness Banner

The Citizen Cyber Security Awareness Banner is a warning to users that appears above
online requests for personal information or passwords. It contains a link to VITA’s online
guide to protecting personal information.

WEB-RP-24: Citizen Cyber Security Awareness Banner — Due to the ever-
increasing threats posed by malware running on citizen computers, it is
suggested agencies utilize the cyber security awareness banner from the
Cyber Security Toolkit on all Internet facing citizen and partner
applications where authentication is required, or where any personally
identifiable information may be exchanged between the agency and your
customers. Agencies are strongly encouraged to further promote the
banner on their sites in October (National Cyber Security Awareness
Month) and provide a link to the €SRM toolkit.

Rationale:

To assist all agencies in their efforts to increase Cyber Security Awareness, the
Virginia Information Technologies Agency has made a Cyber Security Toolkit
available online. This toolkit was produced by the Multi-State Information Sharing
and Analysis Center (MS-ISAC) in collaboration with the U.S. Department of
Homeland Security and the National Cyber Security Alliance as part of the National
Cyber Security Awareness Month Campaign.

The toolkit is designed to help promote the delivery of a consistent cyber security
awareness message and can become a cost efficient component of an agency’s Cyber
Security Awareness Program. Instructions for printing and branding are also
included. The toolkit may be accessed online

at: http://www.vita.virginia.gov/security/default.aspx?id=5146

For questions or more information, please contact VITA Security Services
at: VITASecurityServices@VITA.Virginia.Gov

Example of the Citizen Cyber Security Awareness Banner:

The security of your personal information is important to us!
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Diligent efforts are made to ensure the security of Commonwealth of Virginia
systems. Before you use this website to conduct business with the
commonwealth, please ensure your personal computer is not infected with
malicious code that collects your personal information. This code is referred to
as a keylogger. The way to protect against this is to maintain current anti-
virus and security patches.

For more information on protecting your personal information online, refer
to Guide to Online Protection and the Online Protection Glossary.

Virginia Common Template — Site Design Considerations

This section addresses various considerations related to the design of an agency
website, including site scalability and the use of fonts, frames, and style sheets.

Site Scalability

Site Scalability refers to the ability of the site to become narrower or wider depending on
the user’s browser’s window width.

WEB-R-34: Browser — All template sites shall display and operate within
most common browsers in a consistent manner.

Rationale:

Use of common browsers ensures access to state websites by the largest segment of
users.

|||I.I E.

WEB-RP-52 Mebite Responsive Web Design — Agency sites should detect a user’s
browser screen size and change the layout of webpages to be easily

V|ewable in the user’s browser Ageﬁeres—devekemﬁg—a—mebrle—webﬁe

Rationale:

Responsive design is usually accomplished through media queries in cascading style
sheets (CSS), that give different layouts (e.g. different numbers of columns) based
on the user’s browser screen width. It can also include allowing images to change
size with the user’s browser, making columns a percent width instead of fixed width,
floating items so they can fall to a new row, and hiding menu options behind a
hamburger menu icon on small screens. Responsive design websites are more
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efficient, automated and easier to maintain than are separate full and mobile
versions of a website.

Font Families

Font Families refers to the font types used to display text (i.e. Arial, Times Roman, etc.).

WEB-R-35: Fonts:

o Menu and body type must use either serif or sans-serif typefaces.
Script, ornamental display and black-letter typefaces are prohibited.

e All fonts used in a font-embedding solution must be properly
licensed.

WEB-RP-44: CSS Font Stack — All website type should include a full CSS font stack
that includes web safe fonts.

Rationale:

Using serif and sans-serif fonts increases legibility, especially for users with vision
impairments.

WEB-RP-42: Typographical Rules and Recommendations — Primary body type
should be at least 12px (computed size).

. Headers and body type should use easily distinguishable fonts.
e  The number of fonts used on a page should be less than three.

. If it is decided to use a font-embedding method, it is recommended
to use fonts from a site or service that provides proper licensing
details for embedded font use.

Frames
Frames refer to dividing the screen into areas each of which draws content from a

separate file and has independent scrollbars.

WEB-R-36: Frames — The use of HTML frames is prohibited; however, the
use of Inline Frames (IFRAMES) is permitted if the W3C
recommendations
(see: http://www.w3.org/TR/html4/present/frames.html#h) are
fully compliant, which allows authors to insert a frame within a
block of text.

Rationale:

Although not expressly prohibited by Level A, the use of HTML frames poses a
significant barrier to usability and accessibility and is prohibited by the current
version of the Virginia IT Accessibility Topic Report Standard (ITRM GOV103) for
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sites using the Virginia Common Template. IFRAMES provide Webmasters with the
ability display content in frames while making the content accessible to assistive
technology.

Style Sheets

Style Sheets, also known as Cascading Style Sheets (CSS), are used to control the
appearance of web pages.

WEB-R-37: Style Sheets — Agencies shall use style sheets to control the
website layout whenever possible. Tables shall not be used for
layout unless they make sense when linearized.

Rationale:

Using tables for layout can confuse screen readers if the content does not make
sense when linearized (read left-to-right, top-to-bottom). CSS allows you to put
content in <div=>s and position <div>s so both visual layout and read order can
be controlled.
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| Social Media

WEB-R-42 Social Media — The use of social media is an agency business
decision. For further details see the Social Media Topic Report
at: http://www.vita.virginia.gov/oversight/default.aspx?id=365

Technology Component Standard

For information regarding browser technology components standards please refer to the
table for Productivity/Management Software Technology Component Standard PLA-S-07 in
the Platform Domain Report. To access the report click here: Platform Domain Report or
copy the following URL into your

browser: http://www.vita.virginia.gov/uploadedFiles/Oversight/EA/ETAPlatformDomainRepo

rt.pdf .
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Appendix A: Branding Bar Images

Government Business Education Recreation Services Q

How Can Virginia
Government Help You?

Search Virginia.gov n

— Find a State Park

— Visit a Virginia Winery or Brewery

R & CULTURE Service
Get Outdoors challenge

Access data and maps about planning and dervirginia.gov —
conservation in Virginia's coastal areas.

ENVIRONMENT & NATURAL RESOURCES Service
Coastal GEMS
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ULTURE Service
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An Agency of the Commonwealth of Virginia
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An Agency of the Commenwealth of Virginia

Virginia.gov Q

How Can Virginia Government
Help You?

Search Virginia.gov

— Find a State Park
— Visit a Virginia Winery or Brewery

— Book a Cabin

— Hunting and Fishing License

ENVIRONMENT & NATURAL RESOURCES Service
Coastal GEMS

Access data and maps about planning and conservation
inVirginia's coastal areas.

Page 32 of 33



Website Topic Report Verison 5.0
09-21-2017

Appendix B: Resources and Links
Plain Language:

Federal Plain Language Guidelines (March 2011):
http://www.plainlanguage.gov/howto/guidelines/FederalPLGuidelines/TOC.cfm

Plain language guidance and manuals:
http://www.plainlanguage.gov/howto/guidelines/index.cfm

Quick Reference Tips: http://www.plainlanguage.gov/howto/quickreference/index.cfm

Toolkit: http://www.cms.gov/Outreach-and-
Education/Outreach/WrittenMaterialsToolkit/index.html?redirect=/WrittenMaterialsToolkit/

Screen readers

NVDA (Nonvisual Desktop Access) -- https://www.nvaccess.org/

System Access To Go -- https://www.satogo.com/en allow to be used outside of browsers

JAWS -- http://www.freedomscientific.com/Downloads/JAWS

WebAIM: http://webaim.org/simulations/screenreader

Document Accessibility Toolbar -- https://www.visionaustralia.org/dat
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