Security Roles and Responsibilities Template

	IT System Name, Acronym, and Designation
	

	Role
	Responsibility
	Name
	Reports to (Name and Title)

	Agency Head
	Oversee Agency IT Security Program
	
	

	Information Security Officer
	Overall security of Agency IT systems and liaison to the CISO of the Commonwealth.
	
	

	Privacy Officer
	Provide guidance on privacy laws.
	
	

	System Owner
	Responsible for the overall security of the IT system. Accountable to the Agency Head.
	
	

	Data Owner
	Spreads IT security awareness to data users. Develops any additional local requirements, guidelines and procedures needed to protect the data.
	
	

	System Administrator
	Day-to-day administration of the IT system. Implements requirements of the IT Security Management Program.
	
	

	Data Custodian
	Protect data from unauthorized access, alteration, destruction, or usage and in a manner consistent with COV IT security policies and standards
	
	

	IT System Users
	Read/comply with Agency IT security requirements
	
	


