Information Security Standard

COV ITRM Standard SEC530-01

Date: October 30, 2024 (Revision 6)


COV Security Standard Exception Request Form

Agency Name: _______________________________________________________

Agency Contacts (3 max): ______________________________________________
Associated Policy/Standard requirement the request is for: __________________
Requested Expiration Date:_____________________________________________
Associated Findings:__________________________________________________
Information Security Officers must review and submit exceptions on behalf of agencies. All exceptions must have a plan to get to compliance. The max duration of exceptions and extensions is one year. Approval of this request does not in any way address the feasibility of implementation.  
1. Provide the Exception Description:
2. Provide the Business or Technical Justification:
3. Provide the Business Impact and Risk:
4. Provide the Compensating Controls:
5. Provide the Residual Risk after Compensating Controls:
6. Identify the Affected Applications/Devices:
Agency Head:
I have evaluated the business issues associated with this request, and I accept any and all associated risks as being reasonable under the circumstances.

   ​​​​​​​​​​​​​​​​​​​​___________________________    ____________________________     ________________________
   Printed Name:  Agency Head
      Signature 

                            Date

Chief Information Security Officer of the Commonwealth (CISO) 
Approved__________      Denied__________

Comments:

______________________________
 ___________

CISO

                                        Date

APPEALS Only Below:

Agency Request for Appeal  

Approved__________




Comments:
______________________________
___________

Agency Head


             Date

Chief Information Officer of the Commonwealth (CIO)



Appeal


   Appeal

Approved__________      Denied__________

Comments:

______________________________
___________

CIO


                          Date
Guide to Answering the:

COV Security Standard Exception Request Form
In the Agency Name field, please list the Agency or Supplier submitting the exception. The agency or supplier that is responsible for performing the remediation should submit the exception.
In the Agency Contacts field, please include at least the agency ISO or Secondary ISO.

The Associated Policy or Standard Requirement is usually the Requirement in SEC530 (e.g. SI-2-COV b.).
In the Requested Expiration Date field, please identify the date in which the exception should be remediated. This date should align with the Plan that is explained with justification in the Exception 
Description section.

If the exception was associated with a finding, please list the finding(s) number(s) in the Associated Findings section.
The following guidance for the Exception Declaration:

1. Provide the Exception Description:

a. Please state in detail the purpose of the exception, how long the exception is needed with justification of the time frame, and how it will get remediated. Please include the high level plan and attach a detailed plan with tasks, dates, and personnel responsible for tasks.
2. Provide the Business or Technical Justification: 

a. Please state in detail the need for the exception, the due diligence in attempting a solution, and what is preventing the compliance. Also please include the details such as specific persons identified, potential accounts, devices, software, versions, etc., as applicable.
3. Provide the Business Impact and Risk:
a. Please include the impact to the business if the exception is not allowed and the risk the agency is taking in not being in compliance.

4. Provide the Compensating Controls:

a. Please include compensating controls that the agency is implementing that mitigate risk.
5. Provide the Residual Risk after Compensating Controls:

a. Please include the risks that are left over after the compensating controls have been implemented.
6. Identify the Affected Applications/Devices:

a. Please list all affected applications by the non-compliance.
