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Ransomware Evolution



Ransomware 1.0

▪Encryption

▪Extortion - $ for decryption key

▪Countermeasures 

• Backups - hardware, software, data

• Network segmentation



Ransomware 2.0

▪Encryption + Data Theft

▪Extortion - $ or we publish the data

▪Countermeasures

• Notification

• Data Inventory

• Knowledge of Connections

• Logs



Ransomware 3.0

▪Encryption + Data Theft + Data Subject Contact



Ransomware 4.0

▪Encryption + Data Theft + Contact Supply Chain



▪How would extortion model change?

• Improve ability to conduct attacks?

• Improve ability to select targets?

• Improve auction outcomes?

▪How would training data set be collected?

▪How would results compare to existing techniques 

(regression analysis, for example)?

▪Stay tuned

Ransomware – AI?



Incident Response Models



Classic Model - PICERL



NIST Model



Dynamic Approach to Incident Response
(DAIR)



▪Backups, Network Segmentation, Data Inventory, Logging

▪ Identifying the IR team

▪Cyberinsurance and external support

▪Testing, Training, Exercising

Preparation



Ransomware Walk-Through



The Beginning





Privilege Considerations



Privilege
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The Incident Response Chessboard



▪Contain and eradicate 

malware

▪Use EDR to monitor 

environment 24/7 

▪Restore services and data



▪Collect logs, images, and 

other artifacts

▪Forensics team 

investigates

▪What happened?

▪What data was affected?



Virginia’s General Breach Statute 



▪Usually by mail

▪Required contents

▪Who to notify?

• Forensic evidence

• Communication with Threat Actor

• Published data

Notification







▪Physical demands – sleep, food

▪Mental demands – downtime

▪Health

▪Sense of failure

Taking Care of the Team



▪“The only truly secure system is one 
that is powered off, cast in a block 
of concrete and sealed in a lead-
lined room with armed guards - 

and even then I have my doubts.” 
▪―Gene Spafford



▪Final status meeting with external legal and tech teams

▪ Internal discussions

Final Discussions and Lessons Learned



Questions?



This material is provided for informational purposes only. 

It is not intended to constitute legal advice nor does it 

create a lawyer/client relationship. The information 

provided may not be applicable in all situations and 

readers should speak with an attorney about their 

specific concerns. This material may be considered 

attorney advertising in some jurisdictions.

John Pilch
Cybersecurity and Data Privacy Analyst

John.pilch@woodsrogers.com
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