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• Background/Necessity

• Issues 

• Process

• Questions

Overview of Topics



The First NASA Center.

Specializing in Aeronautics Research

Wind Tunnel Test Facilities
Laboratories for Acoustic, 
Atmospheric Science, Structures and 
Materials, Laser, Lidar and Remote 
Sensing research

750 acres
198 buildings

6338 rooms
Approx. 3.4M gross sq ft

Replacement value of $3.6B

5069 Civil Servant and Contractor 
Employees divided into 19 managerial 
organizations
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   Langley Research Center Overview
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   NASA Protective Services Enterprise



   Identity, Position Risk, and Credentialing



   ISSUE

 Center closed during COVID (Stage 4)

• New employees unable to obtain IT assets or physical access to HR 
personnel.

• Once onboarded, PIV required for accessing IT infrastructure

•  Any employee (CS or Kr) unable to perform telework without PIV/IT 
platform.

• BPO staff traumatized.



   Remote Process

 What you should do first 
• 1. If you do not have a PIV or ASB Smartcard, contact the ESD @ 

1-877-677-2123 so they can facilitate your access without a PIV. 
• a. They will assign an Emergency RSA Soft Token 

• b. They will assign a PIV Exemption allowing you to log in using Username/Password 

• 2. Verify you can access Microsoft Teams 
• 3. Verify your camera, microphone and speaker are working properly on your 

computer a. If your microphone does not work, the Badging official may call 
you directly 

• 4. A Badging Official will contact you via Microsoft TEAMS to complete the 
PIV card process. 



   Remote Process

What to expect during your Teams meeting 

• The Badging Official is required to complete a visual facial verification 
which means the meeting between you and the Badging Official will 
be conducted using the camera from your laptop. During this meeting 
the Badging Official will share their screen with you so that you can 
see what steps they are completing during the process. The Steps you 
will complete are as follows: 

• 1. Badging Official will complete a visual facial verification 

• 2. Badging Official will encode your badge 

• 3. Badging Official will Give Control of their screen to you 

• 4. You will be required to Enter a Pin 

• 5. You will be required to Confirm the Pin 



   Remote Process

 Pros: 
• Allows systems access up to LOC 30 (email, WebTADS, SATERN, etc.). Higher 

level requires fingerprints.

• Facilitates ability to work remotely until fully vetted. 

Cons:
• Requires acceptance of additional risk.
• Requires physical presence at some point in time – additional work.



Questions ?



Representing Chief Information Officers 
of the States
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State Cyber Trends

Commonwealth of Virginia
VITA ISOAG Meeting

November 3, 2021

Meredith Ward
Director, Policy & Research

NASCIO



Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Which automation solutions and emerging technologies adopted in response to the 
COVID-19 pandemic do you believe are here to stay?



Representing Chief Information Officers 
of the States
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What emerging IT area will be most impactful in the next 3-5 years?



Representing Chief Information Officers 
of the States
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Please characterize the 
status of your citizen 
digital identity initiative.

• Please characterize the 
status of your 
enterprise-wide IAM 
solution (covering all 
agencies under 
governor’s jurisdiction).



Representing Chief Information Officers 
of the States
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What are your top three priorities in driving your cloud strategy forward?  



Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States
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Representing Chief Information Officers 
of the States

25

Sustaining and 
securing the 
remote work 
environment

No-code/low-cod
e

Identity and 
Access 

Management

Zero-trust
Securing digital 

government 
services; .GOV 

adoption

Third party 
contractors; 
supply chain 
compromises

Whole-of-state 
cybersecurity 
collaboration 

State Cyber Trends to Watch



Representing Chief Information Officers 
of the States
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mward@nascio.org 

www.nascio.org/resource-center 

mailto:mward@nascio.org
http://www.nascio.org/resource-center


Patching Methods

Steven Seibert, Natalie Murdock, Thaddeus Gibson
November 3, 2021
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Table of 
Contents

1. What software is patched?
2. Server patching
3. EUC patching
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There is a defined  list of Software patched by the ITISP.  It is the Enterprise Security Software Patching 
list. (ESSP)

.

The list can be found on the Patching SharePoint site located here:
https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx

What the ITISP patches …

https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx
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There are queries setup in Tenable that show the vulnerabilities the ITISP will patch.

Please log a ticket with ENT-MSS-SECURITY-GRC for training on how to use the query

Queries in Tenable

Software included Software not included
Adobe Reader Java (non-JRE versions)

Microsoft Office Adobe professional products
Operating systems (server and 
workstation)

Licensed products not 
available on standard image 

Antivirus



Server Patching

Natalie Murdock
Unisys
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Sharepoint site

https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx

Patching Event Calendar
Server List
Monthly Patch Announcement
Server Patching Schedule

Contact Natalie Murdock 
Natalie.Murdock@Unisys.com
for access 

32

https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx
mailto:Natalie.Murdock@Unisys.com
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Patch Tuesday is the 2nd Tuesday of each Month
33
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Distribution lists

DL Server Maintenance Day A DLmaintenanceDayA@vita.virginia.gov
DL Server Maintenance Day B DLServerMaintenanceDayB@vita.virginia.gov
DL Server Maintenance Day C DLMaintenanceDayC@vita.virginia.gov
DL Server Maintenance Day D DLServerMaintenanceDayD@vita.virginia.gov
DL Server Maintenance Day E DLServerMaintenanceDayE@vita.virginia.gov
DL Server Maintenance Day F DLServerMaintenanceDayF@vita.virginia.gov

Use the VITA Service portal to request being added or removed from any of the 
distribution lists.

34

mailto:DLmaintenanceDayA@vita.virginia.gov
mailto:DLServerMaintenanceDayB@vita.virginia.gov
mailto:DLMaintenanceDayC@vita.virginia.gov
mailto:DLServerMaintenanceDayD@vita.virginia.gov
mailto:DLServerMaintenanceDayE@vita.virginia.gov
mailto:DLServerMaintenanceDayF@vita.virginia.gov
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Patch holds

If a patching hold/delay is required, the agency ISO must request a Maintenance Hold Waiver 
via the VITA Customer Care Center (VCCC) at vccc@vita.virginia.gov. 

The request must identify the server(s) along with the start and end dates of the hold.  

The VCCC will route it to VITA CSRM for approval and notify both the Patch and Service Asset and 
Configuration Management (SACM) Team.

35

mailto:vccc@vita.virginia.gov


EUC Patching
Thad Gibson
Ironbow
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Schedule:

Patch Tuesday is the 2nd Tuesday
Pilot is the Thursday following Patch Tuesday beginning at 6PM
Production Deployments all begin at 6PM

– Thursday (1 week after Pilot) – All Windows 8 and 20H2 systems, 200 Windows 7, 200 10/1809 and 
1500 10/1607, 10/1909 systems

– The following Monday – to all remaining Windows 7, 500 10/1809 and 3500 10/1607, 10/1909 Systems
– The next day (Tuesday) – to all remaining Windows 10/1809 and 5000 10/1607, 10/1909 Systems
– The next day (Wednesday) – All remaining Systems
– The next day (Thursday) - for DBHDS
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Update Pilot Workstation list

Navigate to the Service Catalog and select Desktop Pilot Group Update and complete 
complete the form.

https://vccc.vita.virginia.gov/vita?id=sc_cat_item&sys_id=140acd0b1b192054b149a759bc4bcbed
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Sharepoint site

https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx

Patching Event Calendar
Monthly Patch Announcement
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https://center.share.virginia.gov/ITP/patching/SitePages/Home.aspx
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Patching Distribution List

Each monthly security update is communicated by CSRM using a distribution list maintained 
by Ed Miller.  
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Patching Holds

If a patching hold/delay is required, the agency ISO must request a change freeze to include 
security patching. The request must identify the start and end dates of the freeze.   Change 
freezes exceeding 89 days require a CSRM Security exception.

mailto:vccc@vita.virginia.gov
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Questions?
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Upcoming events



vita.virginia.gov  |  Virginia IT Agency

 DECEMBER ISOAG
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Dec. 1, from 1 to 4 p.m.

Presenters: 

Douglas Streit/ Old Dominion University

Steve Aiello/AHead
Tim Gawne/ AHead

Patrick Robinson /ATT
Bindu Sundaresan/ ATT



vita.virginia.gov  |  Virginia IT Agency

 IS ORIENTATION

FINAL IS ORIENTATION 2021

Dec.  8, 2021   1 – 3 p.m.

Presenter: Marlon  Cole

Registration  Link :  
https://covaconf.webex.com/covaconf/onstage/g.php?MTID=e6299241bfefde9a4e45b6e1
b8a81e7cb
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https://covaconf.webex.com/covaconf/onstage/g.php?MTID=e6299241bfefde9a4e45b6e1b8a81e7cb
https://covaconf.webex.com/covaconf/onstage/g.php?MTID=e6299241bfefde9a4e45b6e1b8a81e7cb


THANK YOU FOR

 ATTENDING!


