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Data Security in the Age of
Smart Communities and loT
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Talking Points C I T
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* Virginia Innovation Partnership Authority (VIPA)
« Smart Communities and loT

« Device/Data Protection

« Commonwealth Data Trust

e Use Cases



VIPA | CIT Mission

CIT

CENTER FOR INNOVATIVE TECHNOLOGY

Virginia Innovation
Partnership Authority

State legal authority

Designated Not-for-Profit
VIPA Operating Entity

Entrepreneurial
Ecosystems Division

Mission

Support and connection
for entrepreneurial
ecosystems and
stakeholders around
Virginia, including startup
incubators and
accelerators

Commercialization
Division

Investments Division

Mission

Grant funding in
support of tech-based
research, development
and commercialization
to drive economic
growth in Virginia

Mission

Seed and early-stage
funding for Virginia-
based companies
with high potential for
rapid growth and
significant economic
returns

Strategic Initiatives

Mission

Leadership for
strategic initiatives
that explore and
shape programs
designed to attract
and grow innovation
and new industries




Smart Communities and loT C I T

CENTER FOR INNOVATIVE TECHNOLOGY

OBJECTIVES
1. State services to empower communities

2. Pilot Projects to Demonstrate possibilities Virginia State Action Plan
and build local expertise

SMARTER STATES, SMARTER COMMUNITIES
3. Develop Virginia as coherent market and
source for “Smart” technology

NGAF>

“SMART”

Community-driven innovation to achieve:

- Enhanced economic development

- Reduced barriers to entry for all communities

By using:
Dramatically increased sensors, data, communications,
analytics to improve services and foster innovation



Smart Communities Testbed C I T

EEEEEEEEEEEEEEEEEEEEEEEEEEEEE

« Virginia Smart Communities Testbed
Direct Path: Testing to Implementation

“Smart Stafford” new

https://www.youtube.com/watch?v=M9F875UnnrE&feature=youtu.be

* Demonstrate * Transition
e Educate * Support

e Validate * Evolve


https://www.youtube.com/watch?v=M9F875UnnrE&feature=youtu.be

Smart Communities Architecture C I T

CENTER FOR INNOVATIVE TECHNOLOGY

« JoTis all about Data

Collect Connect Converge Correlate Community

M Overall City Score
B Child Well-being
Education Quality

loT
‘ Commonwealth

Testbed Rack
AL HE

Educational Attainment

Data Trust

M Financial Empowermert
Neighborhoods
Health and Safety

B Policing

2018 Equity Scores

Court Reform
4557

- Smart cameras I i i

- Advanced loT devices

- Al at the Edge

- LoRa long-range sensors

- Combined LTE/processor appliances

~Wireless and wired panic buttons O ALERTSETTINGS [ IMAGESCHEDULE ~ @ EXPORT ™= COMMAND QUEUE

- Novel VPNs and SDNs (blockchain, P2P) Device Map

- .Advanced power monitoring and control s /

- Logical and remote re-wiring of the testbed - \ Tonl i/

- Extensibility = H //

koot SO S WS S /[

- Deployability : /

= S v
Alias Camera? Last Active Time B tattord <

Thu Oct 29 2020 11:16:38

Stafford00024 camera GMT-0400 (Eastern Daylight V4
Time)
Thu Oct 29 2020 11:16:38

Stafford00041 camera GMT-0400 (Eastern Daylight /’

Time)




Device and Data Protection

CENTER FOR INNOVATIVE TECHNOLOGY

 Proven Techniques...match to use cases

VILDF!

« Military Grade Eneryption
« Surf The Web

AVA B
\ \\_
\ — —_—
MEONLINEPRIVACY
SPREADING LIKK WILDFIRE

« Stop ISP’s Tracking

« Protect Your Data

Onclave (OEM) Channel Partner
(= (=] et (= (=] (=]

Blockchain Admin Console Orchestrator DMS Bridge

~— —
[—- ] = —"
Gateway Gateway Gateway

Anonymously « Unblock Geo-Restricted
« Protection From Hackers Content
« Stop Big Brother Spving
Data Application
Network services to Application
Our Lgyer 2 over Iayer 3 - Presentation
tunneling approach is as Data Formatting and Encryption
secure as DoD/IC o
ession
(sci F-.tO-SI CIF) i Interhost Communication
commuhnications.
Segments (TCP) Transport
Datagrams (UDP) End-to-End Connections and Reliability
Network
3 - 2 Packets Routing and IP (Logical Addressing)
=
] N
- Data Link
2 g RO MAG and LLG (Physical Addressing)
(3]
= Bits Physical
Media, Signal and Binary Transmission

Trusted Devices
Computers, mobile
devices, gateways,
smart loT, physical

Trustworthy Identity Management
In person, across internet, via email, asset protection

Trustworthy Connectivity

Automatic end-to-end encrypted communications across
Trusted hostile network between any endpoints (server,

Connectivity workstation, mobile device, 0T, gateway, intelligent

sensor, ICS/SCADA control station, air and land vehicles)

Trustworthy Services — {—-f-'v-\
Secure loT MMS [ orscoverr & monorn

security sensors, + Smart Alerts C L e )
medical devices Trusted Devices Trusted Services + Smart DHCP, DNS (_° saaT once 3 ons :

i ' RN
aircraft, drones, « NTP -

land vehicles, etc.

Distributed app and services
Managed Security Service Providers (MSSPs)




Commonwealth Data Trust C I T

EEEEEEEEEEEEEEEEEEEEEEEEEEEEE

« Governance and Technical Architecture for Data Sharing

Reporting, Analytics, and Intelligence Serwces

m Q7 & ¢ W & i S8

Gowvernment Low Medical Innavative Sacial Acodemia Camm m!].' Pub.l'it
Agency Enfarcement Prafessional Mn-ke Research Warker Higher Ed Stakeholder

Publish to Public Catalog

:Cnm monwealth Data Trust

[ DataSAGE

cdo.virginia.gov

FFFFFFFF

{“A' ) Pover BI]

Open Data Portal

@ python data.virginia.gov

LIBRARY ' amazon
or VIRGINIA S

©Socrata
©Socrata

Secure Govt Cloud

De-identified Data Metadata
Data Governance Council




Commonwealth Data Trust

CIT
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« Secure Data Enclave instance of Data Trust

VA CIT Research Data Lake (updated 2020-06-25)
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Use Case: VA-FIX C I

1
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« Virginia Flight Information Exchange (VA-FIX)

Supplemental Data Provider in FAA e
drone management architecture, - ] APl Layer
operated by DOAV o Message Bus
Real-time notification to drone
operators of pop-up activities such
as emergency response or event
keep-out zones

Law enforcement sensm‘\/e data j aaaaa

nnnnnnnn

||||||||

Commonwealtﬁ Data Trust
evolving as authorltatlve sou“rce L = A
Eventual direct reporting from
drones as they operate I |

@

- § e




Use Case: Flood Sensors C I T

CENTER FOR INNOVATIVE TECHNOLOGY

 Proven, disruptively-priced sensor network helps

allocate scarce emergency management resources

’,ﬁf Potential Storm Flood Areas
Sl

. Connect via LTE or
satellite

. Combine with weather,
ground moisture data,
flow rates, etc

. Centimeter-scale GIS
data allows local

predictive analysis of
building inundation

- VDEM aggregation to
state level via Data

W
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Use Case: Wastewater Testing C I T

« Wastewater sampling can localize Covid (or other)
Indicators up to two weeks prior to symptoms

Currently manual
sampling...move
upstream to localize
when positive

Combine with VDH
data in Data Trust to
iImprove predictive
models

Chain of custody

and protected health

data issues require
security for new
automated sampling

WASTEWATER MONITORING - i
A LEADING INDICATOR OF COVID-14

» Siool samples analyzed for SARS-Col-2 RMA

Nl
- Upon Hospkal Admittance. e
— Weekly for £ Weeks. i o« '
| . 1
- RMA detected In 55% of patienis. - + L
= Wirus persists In stool for up fo 4 weeks afer 1 i3
onsat of sympioms. 1,

= Vi3l load and persistence similar in mild and
savens C3sek.

= Leading indicator - Most patients develop Wiral load dynamics and dissase severfy in
SYMpLoms Over 3 2 wesk penod before reporting patients infected wih BEARE-CoV-2 In Zhefang
0 health care for i28Ing and treatment but shed province, China, January —Manch, 2020.
e virs In thelr feces from time of Infection. Fiefrospective oohort Study.

AR ey O S ¢ Sem—

HOW IS THE DATA SHARED WITH DECISION MAKERS? G




Use Case: Cameras C I T

CENTER FOR INNOVATIVE TECHNOLOGY

Important but controversial tools

« Many facial recognition and location
tracking pilots around the country
now stopped

NNNNN

e

* Need to manage both
security and privacy

Artificial Intelligence...

Who owns the data?

—To" Target 3 cameras 3" floor "V

{eem 1 Secure loT Orchestrator (T '1’" Target 3 cameras 2" floor :

@ 3 Secure |loT Gateways
for cameras

- "j/O Target 4 cameras 1%t floor -

Ll
3 Secure loT Bridges

Ly 1Secure loT Gateways for VMS




Use Case: Virtual City

EEEEEEEEEEEEEEEEEEEEEEEEEEEEE

* Virtual Stafford++ ...Virtual Twin plus education,

jobs, v-commerce, v-entertainment and more

. Who owns the data?

 Legal structure both for platform
owner/operator and for virtual cityzens

nm

. Governance, governance, governance mﬂﬂ

“She Great Experiment”

Ae-diliting the Elctbral bullg o Viilia! Reality

gggggg

GAZEBO

((((((

store

store

store




Thank You!

More information at: CIT.Org/VASmart
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Mature Your Vulnerability
Management Program With
Intelligence

Closing the Gaps with Better Data

@ RiskBased
SECURITY




Your Presenter

Eric Paxton

Director of Business Operations
Risk Based Security
eric@riskbasedsecurity.com

* CISM
* B..S Chemical Engineering, B.A Music
* Paddleboarding, Model Trains, Photography

@ RiskBased
SECURITY


mailto:eric@riskbasedsecurity.com

Agenda

Vulnerability Management concepts and context
Issues with Vulnerability Management

Attacking the Problem(s)

Opportunities to apply some “Intelligence”

SECURITY

@7 RiskBased



Some Concepts

Asset - something you want to protect (i.e. a
computer system containing sensitive data)

Threat - any potential danger to an asset or
business objective

Vulnerability - a weakness that provides an
open door to exploit

Risk results from the intersection of a Threat
and a Vulnerability on an Asset (quantified by
a Risk Score)

SECURITY



Some Context -
Vulnerabilities

25,000
20,000
15,000
10,000

5,000

0
2011 2012 2013 2014 2015 2016 2017 2018 2019

@ VuInDB vulnerabilities per year == Trendline

SECURITY



Vulnerability Fujiwhara
Ejiﬁ@igftes colliding... or several major vendors,

including Oracle and Microsoft, all releasing updates on the
same day.

This happened three times this year (!)

@ RiskBased
SECURITY



Some Context - Data

3,291 3,267

@7 RiskBased
SECURITY



Some Context - Assets

* Increasingly difficult .
* Cloud
° loT
* Everything connected
* Remote work

* Multiple asset inventories
(or limited, or none!)

@ RiskBased
SECURITY



The Result - a Massive
Vulng®Mbility Whack-a-Mole

(ae!

@ RiskBased sy
SECURITY



Attacking the Problem - the

Vulnerability Management
F)

O =

Qe
SECURITY



Vulnerability Management

Y

Intelligence:

¢ Critical foundation of any vulnerability
management program
¢ Vulnerabilities AND Assets

Problems:

* Bad vulnerability data, leading to lack of
awareness, incorrect prioritization and
wrong focus on remediation

* Incomplete or inadequate asset
information

SECURITY



Asset Data - a Problem, not an
Excuse

Excuse:

‘I don’t even know all of my assets, let alone their criticality!”
Almost Everyone

Reality :

“If you don’t really know where your castle starts and ends,
you can't really build an effective wall and moat around it”

Nils Puhlmann, founder, Cloud Security Alliance

@7 RiskBased
SECURITY



Asset Data - a Pragmatic
A pemfl; @%tbs most important to your organization

May have been determined for you already
Understand what systems are most critical to your operations
Identify what assets house that data and support those
systems
Prioritization is critical to progress

Does NOT have to be perfect to be useful in reducing risk

@7 RiskBased
SECURITY



Vulnerability Data - Also a Problem

Most organizations, including security
vendors, rely on CVE/NVD for their
vulnerability data...

...which is missing
77,000+ vulnerabilities

@ RiSkBaSEd RISKBASEDSECURITY.COM
SECURITY



Vulnerabilities tracked in VulnDB vs CVE

25,000

20,000
15,000
10,000
5,000
0

2015 2016 2017 2018 2019

@ vuinDB  (G\/=~

SECURITY



Not just missing vulnerabilities, but
missing High risk Vulnerabilities!

_ 43.5% of vulnerabilities missing from CVE/NVD in
2019 were of high or critical severity”

Those CVE/NVD does track are often published
days, weeks or months late

2019

* CVSSv2 score between 7.0 and 10.

@ RiskBased
SECURITY



Assessing Risk

Not just CVSS Score (Severity)
CVSSv2 vs CVSSv3

Other key risk and threat factors
Availability of an exploit
Location vector (local, remote, etc.)
Solution availability
Impact (Confidentiality / Availability / Integrity)
Security Zone
Leading exploit indicators (“chatter”)

SECURITY

@7 RiskBased



Revisiting the Vulnerability
Management Process

Qe
SECURITY



Option 1 - Typical Vulnerability
Scanning Process

- - - Start scanning network

___ Send report to team

7~ Submit a change control e
for remediation

_ Hope scanning vendor writes a

1

:

1
signature / update i -- Analyze scan results

|

1

1

1 __ Received change control Confirm
approval --- vulnerability
resolved

Day 1

This approach can
and can take !

@7 RiskBased
SECURITY



Option 2 - Vulnerability Intelligence
(VI) Process

~-- Prioritize assets for remediation
1

1
: : §===< Confirm vulnerability resolved
1 1
1 1
1
1

Send report to teams for
remediation

- Immediately map affected assets

Day 1

This approach is non-intrusive and enables
Immediate focus on prioritization and remediation!

@7 RiskBased
SECURITY



Implementing the VI Approach

Identify and aggregate asset / installed software data

Get a good vulnerability and intelligence source (I have a suggestion!)

Map the two together - installed software to vulnerabilities based on affected
products

Result: an understanding of what vulnerabilities exist on each asset
Prioritize for remediation

This can be automated to function at scale within platforms you are already
using!

@7 RiskBased
SECURITY



Prioritization

Which assets to address first?

Asset Value (AV) - what would the impact be if the asset was
compromised?

Vulnerability Exposure (VE) - how many vulnerabilities exist
on the asset, and how severe are they?

Threat Likelihood (TL) - how likely is it that an attacker will try
to exploit the vulnerability?

Risk Score = AV x TL X VE (simplified)

SECURITY

@7 RiskBased



Threat
Likelihood

Vulnerability
Exposure

(TL) (VE)
Acceptable
Level
of Risk?
Asset Value
(AV)

SECURITY



Even More Intelligence - Product Risk

+  Addto Comparison

Limit Results by Disclosure Date All Time | Yea r | Custor ‘ ] L = M- DDORTS M APPLICKTIONS

Lirnit Results by asure Date AN Time | Year t

Afver

03 B
1 1
"@ 03 Code Maturity Score Code Maturity Rating
Max CVSS Score Average CVSS Score 775
10.0 6.16 et

# Vulnerabilities and average CVSS score over time # VTEM Metrics

Vendor Response Time Time To Patch

: 4 49
I : 10 1455
-= 0l : 49 1

@ RiskBased
SECURITY



A Testimony

Christophe Rome

dl

Today, we have witnessed the strength of our vulnerability intelligence solution
VulnDB. Upon receiving a notification in relation to a product we are using, our
security engineer Pieter D. started investigating and wrote a small piece of code to
exploit the vulnerability. Always ready to give back to the community, Pieter posted
his code on GitHub. Great was our surprise when not much later we got a

notification back from VulnDB stating that a public exploit was available for the said
vulnerability.

In short, although we did not have the attention of testing our vulnerability
intelligence platform, we indirectly did. And I'm glad we did it as it shows the
efficiency and speed with which the service is operating, certainly given that this
concerned a low risk rating with low exposure.

Well done, Risk Based Security.

RISKBASEDSECURITY.COM

SECURITY
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Summary

Vulnerability Management continues to be challenging
Sheer volume
Complexity
Traditional approaches have shortcomings
Prioritization is key
Requires a solid base of intelligence
A VI-based approach is more effective at surfacing risk in a
timely manner to support focused remediation efforts

@7 RiskBased
SECURITY



Get the Vulnerablllty Qumleew

@) s
2020 Q1 Report

vulnerability QuickView

@7 RiskBased
SECURITY



Better Data Matters

Finduson @@ OGO

@ RiskBased
SECURITY



https://www.riskbasedsecurity.com/
mailto:sales@riskbasedsecurity.com
https://twitter.com/riskbased
https://www.facebook.com/riskbased/
https://www.linkedin.com/company/riskbased/
https://www.youtube.com/user/riskbased
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The Microsoft Teams
Explosion

Protecting Data at Scale in Office 365

Brian Vecci, Field CTO




So what's up with
Office 365¢

A VARONIS




Teams is strategic to

= Microsoft Microsoft Teams }'

Celebrating 2 years of

continued growth I I I I

75M daily active users in Microsoft Teams
(as of April, 2020)

Seamless integration with O365 products

500,000+ 91%

More than 500,000 91 Fortune 100
organizations use Teams companies use Teams

Collaboration & sharing as a core strategy

L[]

44 + 10,000+

In 181 markets with support 150 organizations have 10,000 or
for 44 languages and growing more active users

VARONIS

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL



The elephant in the room: dcﬂa protection



Many hard-to-answer questions in a hybrid world

Is my data at risk? Am | compliante Can | detect a breach?

® Can I find sensitive data quickly ® Whois accessing regulated ® Do | know what remote
and accurately?e data and why? workers are doing?
® Issensitive data exposed? ® Canlprove compliance? ® Can | detect threats like
® How do I reduce risk without ® Can | keep data private and sophisticated insiders and
breaking anything? respond to DSARs? APTs?¢
® Can linvestigate incidents
quickly?

AVARONIS

50 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



Office 365 Risk Overview

& £

Office 365 makes collaboration easy... ...and harder to secure.

® Users can create “shares” and grant ® [t's difficult orimpossible to answer,
access on their own “Who has access?”

® Complexity is hidden from users and IT ® Sensitive data is frequently exposed

internally and externally

® It's hard to figure out who's accessing what

AVARONIS

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



How collaboration
works in Office 365

AVARONIS
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Microsoft Teams isn’t
a data store E
EMAILS
Online

Azure Active
Directory

USERS, GROUPS |

i COLLABORATIVE

PERSONAL FILES DATA

OneDrive ""-\ SharePoint
‘ Online

A VARONIS

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.



James
Finance Team
Member

William
Finance Team
Member

54

Meet the team

Finance Manager

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

Amelia

«--->

Sandra
Benefits Manager (HR)

Linda
Finance Team
Member

Loey
Finance Team
Member

Margaret
External Lawyer

AVARONIS



Creating Teams and granting access is easy

Compensations
Compensations

Create a Team and grant ;
access

Share sensitive data with
team members

Share sensitive data with
non-team members

VARONIS

55 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



Welcome to the team!

Here are some things to get going...

%5,

Add more people Create more channels Open the FAQ




Compensations -

Compensations

Pending Requests  Channels

This team has guests.

Search for members Q,

Owners(2)

ZF  7oey Finance

AM  Amelia Finance Manager

Members and guests(5)

Name

SM Sandra Welfare Manager

M _ margaret.bloom.lawfirm (Guest)

WF_ William Finance

Settings

A

Analy

@ Team [z

& Add member

=]

Location

Member v X

Member » X




Creating channels and uploading sensitive files is easy

Microsoft Teams “

Create a Team and grant

access

Share sensitive data with
team members

‘m e @€

Share sensitive data with
non-team members

VARONIS



Linda creates a “Bonuses” channel
& ; V and drops a sensitive Excel file in for

: o the finance team to review.
Linda James William

Bonuses Posts Files Wiki -+

P Bonuses

(] New (] Upload @ Getlink - Add cloud storage 5 3 Open in SharePoint

Type Name Modified Modified by

[ E£ Employees bonuses.xlsx 12/18/19 Linda Finance

VARONIS

9 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



Sharing sensitive files with non-team members is easy

Create a Team and grant
access

Share sensitive data with
team members

Share sensitive data with non-
team members

VARONIS

60 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



James shares the bonus sheet with Emma from HR, who is not part of
the Team, via a link

Send Link

@ People you specify can view >

@ EmmaHR X & 0
[l"«d d another

Add a message (optional) James Emmq
Finance HR Manager

VARONIS



William shares an employment contract with Margaret the external
lawyer in a 1:1 chat conversation

12/18 4:47 PM
Good morning, Margaret!

I've prepared the employment agreement for Alison

Please find attached:

¢l_—|\‘ Employment Agreement - Aliso... *** WI"ICIm Margare’r
Finance Lawyer
AVARONIS



How collaboration turns
INfo chaos

AVARONIS




Users become security group admins without realizing it

® Amelia, the finance manager, made Zoey a co-owner
Zoey controls a security group without any relevant knowledge
Zoey can add whomever she wants to the Team

Amelia Loey
Finance Manager Finance Team Member

AVARONIS
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65

Users accidentally expose data in channels

® Linda created a channel and uploaded an Excel with Pl
Now people have access to sensitive data they don’t need
Linda may not realize that guests and other non-finance members can see her files

Sandra Margaret
Benefits Manager (HR) External Lawyer

AVARONIS

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.



Delve can be scary when access is out of control

#f  Office 365 Delve % | 2 BEE

My work

FY2014 Preliminary

Budget Plan Asia Q4 Sales

66 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



Private Teams are not really private

® James shared an Excel with Pll with Emma from HR, who is not part of the team
Nobody knows about this exposure except for James

Emma has direct access via a link, so a group review won't reveal her access

James Emma
Finance Team Member External User

AVARONIS
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Where do files shared in chat go¢

® William shared a sensitive document with Margaret in a chat
Where is the filee
Who has access to ite
s it deleted after the chat ends@e

William Margaret
Finance Team Member External Lawyer

AVARONIS
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Sharing is not caring when it comes 1o security

® Controlis out of IT's hands
Delegated to end users with no security experience
It's not clear where sensitive data is kept and who can access it

® Sensitive data is not shared on a need-to-know basis
No privacy-by-design (GPDR, CCPA)
Internal over exposure

External over exposure

AVARONIS

69 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



What chaos looks like
under the hood

AVARONIS




What really happens when you create a Teamy?e

9 00
p» afan
0365
New Team Group
» v )
o'
Sy & ooo
0365 group and Team Site in Hidden mailbox ML
“sub-groups” in SharePoint Online and calendarin
Azure AD Exchange Online

A VARONIS

71 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.



Where is the Team's data stored?

Y
J
I -
N > Team > New SPO Site
I |
I I~>» Standard Channel > New SPO Folder
| ' . Files> In the SPO folder
I | L S
| | - Emails > Inthe SPO folder b
\ SharePoint
: ~>» Private Channel = New SPO site Or?lirnee il
| « Files 2 In an SPO folder
| e Emails - Inan SPO folder -~
\
N> 1:n Chats il D
Aftachments: OneDrive - Chats folder " OneDrive

AVARONIS
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Can IT see what's
going on¢

A VARONIS




I® Dashboard o Compensations
All services
@ Delete O Got feedback?

% FAVORITES @ Overview (Preview)

o Want to switch back to the legacy Groups experience? Click here to leave the preview. —

# Diagnose and solve problems

Compensations

Manage

C

Properties Compensations

&8 Members (Preview)

&bk Owners (Preview) Membership type

[} Group memberships (Preview)

Source \ (I} ‘
E Applications \
Type . \ ] ‘
Azure resources James Finance \
Object Id i
Activity [:] . William Finance \‘ ‘
i Creation date [T
Access reviews [:] LF Linda Fina nce ‘
=] Audit logs Email [} ‘
Sandra Welfare Manager
= Bulk operation results (Preview)
L A Compensa Zoey Finance
Troubleshooting + Support Group
Amelia Finance Manager
& New support request Name Email User type
margaret.bloom.lawfirm
D o James Finance James.Finance@Varonistest16.com Member
G . William Finance Member
G LB Linda Finance Linda.Finance@Varonistest16.com Member
D . Sandra Welfare Manager User Sandra.Welfare. Manager@Varonistest1.. Member
D e Zoey Finance User Zoey.Finance@Varonistest16.com Member
G o Amelia Finance Manager User Amelia.Finance.Manager@Varonistest1... Member
margaret.bloom.lawfirm margaret.bloom.lawfirm@gmail.com Guest

We can't see Emma in Azure AD



Microsoft Teams
Teams

Your teams
Compensations

Hidden teams

v e Compensations
Compensations
Members  Pending Requeg

SM_ Sandra Welfare Manager
This team has guests.

Search for member M margaret.bloom.lawfirm (Guest)

Owners(2)

NE  William Financ
ZF  Zoey Fina WF_ William Finance

AM  Amelia Fina

JF James Finance

Members and gues

Name Location

Linda Finance

LF

SM_ Sandra Welfare Manag®

M _ margaret.bloom.lawfirm (Guest)

WF _ William Finance

JF James Finance

_ Linda Finance

We can't see Emma in Teams




Where is Emma?¢

® Emma’s access is not visible in Teams

® Emma’s access is not visible in Azure AD

AVARONIS
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s it possible for organizations to regain control?

Manually reviewing

it SharePoint

access in SharePoint
Online

People and Groups » Compensations Members «

VARONIS



No clear visibility

® Emma and Chris are only visible in
SharePoint Online after tedious drill-

downs

Emma Chris

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL. 3

® Team members are only visible in
Azure AD and Teams, NOT SharePoint

AVARONIS



22 SharePoint

# EDIT LINKS

@ People and Groups - Compensations Members o

Groups New = Actions = Settings -
Compensations
™ ) A |
Members g wams About me Title
Compensations Chris Legal
Visitors Compensations Members

Compensations
Owners

More...
Home
Conversations
Documents
Notebook
Pages
Recent

19:91d923714dab409a%
bca2b877322bfdb@thre
ad.skype_wiki

Teams Wiki Data

Who is Chrise How did he get here?




Welcome to our SharePoint Site, Chris!

hare site

Sharing a Team'’s site with non-team

Add users, Office 365 Groups, or security

members through SharePoint Online groups 1o give them access 1o the site

Note that this site is part of an Office 365
Group. If you add users here, they will be
given access to the site, but not to other
group resources such as calendars and
conversations. To do that,

add members to the group instead.

]
e @hns Legal X

Send email

AQG a message

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



But what if | have E5 and MCAS?

FILES MATCHING ALL OF THE FOLLOWING

hd Users hd contains o hd

VARONIS



There are so many ways to control sharing

AVARONIS
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Many levels of sharing settings for Office 365 admins

Auditing your configs is important

H:' SharePoint /& OneDrive

You can block all sharing, but
users will work around it, which
can be worse

Shadow IT

Configuration can be confusing,
so be careful

Tenants, sites, folders, files
SPO, OD, AAD, Teams

VARONIS
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https://info.varonis.com/thank-you/course/office-365-sharing

Traditional File Shares were set up by IT

IT creates share IT creates IT applies
security group security groups
with members to the ACL

Hard for end users to violate least privilege at the
folder and file level

AVARONIS
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85

Collaboration in Office 365 Breaks Data Protection

Who is

sharinge

 End-users

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,

e
T/

What are they
sharinge

» Sites
» Folders
* Files

Who is data
exposed to?

» Specific organizational
users

+ Guest and external
users

+ All organizational users

* Anyone on the internet
with a link

s

AR

How are they
sharing data?

« SharePoint, OneDrive,

Teams

« Apps: Excel, Word,
PowerPoint, etc.

* Local PC Windows

Explorer

AVARONIS



Summary of O365 permissions visibility challenges

® Who has access to a Team’s data?¢

It depends who you ask!
® Team members are visible in Azure AD & Teams, but not SPO

® Owners can designate co-owners who can expand Team access independently

Can include external guest users
® Shared links aren’t visible in Teams or Azure AD, only SPO after tedious drill-downs

@ Site-only access isn’t visible in Teams

AVARONIS



No cenftralized visibility and control means...

You can’'t visualize who has access to which resources

You can't see where sensitive data is concentrated

You can'’t prioritize risk and take action to reduce it

You can't easily comply with regulations that require privacy-by-design
You can't limit your attack surface

You can't detect abnormal behavior on sensitive data

VARONIS
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Chaos builds up over time until it seems impossible to contain

-,



How Varonis gives
control back fo the

organization

AVARONIS




Al

It's more critical than ever to protect
enterprise data. The joint Varonis-Microsoft
solution gives best-in-class capabilities for
enterprise data security — both on-premises
and in the cloud.

Gagan Gulati, Head of Product for Azure
Information Profection at Microsoft

VARONIS SYSTEMSNPROPRIETARY & CONFIDENTIAL. 2

N\ VARONIS



%

ENTERPRISE DATA STORES
AND INFRASTRUCTURE

EH

Windows  Office 365 Exchange
Unix/Linux SharePoint NAS
Microsoft Directory VPN/DNS/

Teams Services WEB

VARONIS SYSTEMSNPROPRIETARY & CONFIDENTIAL.

Varonis Data Security Platform

ANALYTICS & AUTOMATION

PN

Users &

Permissions
Groups
: Content Access
-+ Classification Activity
Perimeter \D)
Telemetry Telemetry

N

USE CASES

/

DATA PROTECTION

PRIVACY &
COMPLIANCE

THREAT DETECTION &
IN=HO\N=

N\ VARONIS




Varonis provides visibility, insight, and action IT needs to protect critical data

in Office 365
i

Visibility

93 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

g

Classification

J

Activity

Alerts

[

o7

Remediation
J

AVARONIS



* O

N\ Varonis x IEE X

C ® Notsecure | corpfs02/datadvantage/#/app/dasht

Dashboards Analytics Scheduled Searches @ Administrator v
sharepoint online https://varonistest91.sharepoint.comT] gg Select Widgets @
8 Alerts
. o L X 5 ° L X0 : 5 0
o Sites H I-‘” Microsoft Teams - ] 1‘\" Microsoft Teams Private Channels H
@ Directory Services . .
20 Sites 9 Sites 5 Sites
§ Edge
— Files Shared With External Users (Including H % Sensitive Files Shared With External Users ] PRI H
@ Exchange Inherited) s (Directly) s ST s
8 SharePoint
369 Files
@ Exchange Online 851 88
Files Sensitive Files
Folders That Contain Sensitive Files §
& OFal 42% Files Shared With External Users (Including Inherited) 24% Sensitive Files Shared Directly With External Users
OneDrive
© GDPR 1 25
_ - ] Folders
(Fgﬁsex'yt;] Hits Shared With External Users g % Sensitive Files Shared Publicly (Directly) g
30% Folders That Contain Sensitive Files

Files With Hits Sensitive Files

T YeYe % fies Shared Publicly (Directly Or Via Inheritance)
0.54% Sensitve Files Snared rublicly (Directiy)

24% Files With Classification Hits sharea Directly With

External Users

VARONIS
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Zx Recommended Users and Groups
& Reload & View ~ Filters A/l Arrange By = | v/ Edit Columns

pensations

Amelia Fina

Linda Financ

margaret bloom lawfim (Extemal) |

Sandra Welfare Manager (Varonistest
William Finance (Varonistest 16.com (Az

3 Zoey Finance (V;

ensatio rs hitps mpensatio

- Employees bonuses x=x




2z Recommended Users and Groups

s Reload & View - Filters -~ &/l Arrange By ~ dﬂ Edit Columns 2 Account Management

Org. units: | All domains and local hosts
Look for: ||
Arra.r_med By Mame File System Permissions | a

Compensations Members (https://varonistest 16 sharepaint com/stes/Compensations?) | Edit

—2 Chris Legal (Varonistest 16.com (Azure)) ]
Eﬂ Compensations Members (Varonistest 16.com (Azure))
ﬁ% Amelia Finance Manager (Varonistest 16.com (Azure]) M
ﬁ% James Finance (Varonistest 16.com (Azure)) M
ﬁ% Linda Finance (Varonistest 16.com (Azure)) 1]
ﬁ% margaret bloom lawfim (Edemal) {Varonistest 16.com (Azure)) G
ﬂ% Sandra Welfare Manager (Varonistest 16.com (Azure)) M
ﬂ% Wiliam Finance (Varonistest 16.com (Azure)) ]
% Zoey Finance (Varonistest 16 com {Azure)) ]
= (% Compensations Cwners (https://varonistest 16 .sharepoint com./stes /Compensations ) Eull Control
& (% Compensations Cwners (Varonistest 16.com (Azure))
ﬁ% Amelia Finance Manager (Varonistest 16.com (Azure]) M
% Zoey Finance (Varonistest 16.com {Azure)) 1]
i% System Account (https:#/varonistest 16 sharepoint .com/sites Compensations2)
I (% Compensations Visitors (hitps://varonistest 16 sharepoint .com/sites/ Compensations2) Read
=] t% SharingLinks.347696ca-eal/-4eac-2873-07daecle dce 7 Flexible. 1148/ 65-de91-4062-bfdd-17245d8. . Read
i% Emma HR (Varonistest 16.com (Azure)) ]
= (% Site collection Administrators (https://varonistest 16 sharepoint com./sites Compensations2) Eull Control
=] % Compensations Cwners (Varonistest 16.com (Azure))
ﬁ% Amelia Finance Manager (Varonistest 16.com (Azure])



Team Members

«  Visible in Teams
. Visible in Azure AD

«  Not visible in SharePoint
EI--'@ Compensations Members (Varonistest 16.com {Azure}) Online
: t’—ré Amelia Finance Manaaer (Varonistest 16.com (Azure])

James Finance (Varonistest 18.com {Azure))

Linda Finance (Varonistest 16.com {Azure))
margaret. bloom lawfim (Edemal) (Varonistest 16.com (Azure))
2 Sandra Welfare Manager (Varonistest 16.com (Azure))
2 Wiliam Finance (Varonistest 16.com {Azure))

¢ Foey Finance (Varonistest 16.com (Azure))

L@ Compensations Owners (hitps://varonistest 16 sharepoint .com/stes Compensations2)

Compensations Owners (Varonistest 16.com {Azure))

LQ Amelia Finance Manager (Varonistest16.com (Azure])
l—EE Foey Finance (Waronistest 16.com (Azure])




2z Recommended Users and Groups

s Reload & View ~  Filters 2/l Arrange By - |J,1—L| Edit Columns 2 Account Management

Org. units: | All domains and local hosts

Look for: ||
Arranged By MName

| File System Permissions

g Emma HR (Varonistest 16.com {Azure)]
=g e CONECTION AQMIMISIETOrS (MIPS ./ /Varonistest 15 SNarepoint Com,/STes L OMPEnsations £}

= C% Compensations Cwners (Varonistest 16.com (Azure))
(% Amelia Finance Manager (Varonistest 16.com (Azure])

wwn_ontrol

& l% ECompensaﬂDns Members (https://varonistest 16.sharepoint.com.stes/Compensations2) Edit
% Chris Legal (Varonistest 16.com (Azure)) i
= \% Compensations Members (Varonistest 16.com (Azure))
(% Amelia Finance Manager (Varonistest 16.com (Azure]) M
(% James Finance (Varonistest 16.com (Azure)) M
(% Linda Finance (Varonistest 16.com (Azure)) 1|
(% margaret bloom lawfim (Edemal) {Varonistest 16.com (Azure)) Gi
(% Sandra Welfare Manager (Varonistest 16.com (Azure)) 1|
(% Wiliam Finance (Varonistest 16.com (Azure)) I
i% Zoey Finance (Varonistest 16 com {Azure)) i
= l% Compensations Cwners (https://varonistest 16 .sharepoint com./stes /Compensations ) Eull Control
& l% Compensations Cwners (Varonistest 16.com (Azure))
(% Amelia Finance Manager (Varonistest 16.com (Azure]) M
i% Zoey Finance (Varonistest 16.com {Azure)) 1|
% System Account (https:#/varonistest 16 sharepoint .com/sites Compensations2)
il @ Compensations Visitors (https://varonistest 16.sharepoint . com/stes/Compensations2) Read
=I- &3 Sharnglinks.2476%6ca-eal7-deac-8875307daecBa 3ce 7 Fledble 1148 65-de91-4062-bfdd- 1724548, . '
My



Classifications Rules  Schedules

&= _* EditRule
Drag a column header here to group that column

Name Status

FR Personal Data Protection
UK Data Protection Act

DE Personal Data Protection
SE Personal Data Protection
BR Personal

AU Privacy Act

CN PIPEDA

CH Personal Data Protection
RU Personal Data Protection
ES Personal Data Protection
SA Personal Data Protection
PCI Data Security Standards (PCI-DSS) Strict
American Express

Taiwan ID

Visa

V]
V]
V]
V]
9
V]
9
V]
9
V]
V]
D
V]
V]
9
/]

Confidential

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,

Patterns File Types

Import Files Priorites Advanced

@ Enable Rule

Description

Rule for detecting personally indentifiable information (Pll) for
Rule for detecting personally indentifiable information (PII) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PII) for
Rule for detecting personally indentifiable information (PII) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PlI) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (PII) for
Rule for detecting personally indentifiable information (PIl) for
Rule for detecting personally indentifiable information (Pll) for

Category

*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*Pll
*PCI

Hundreds of expert-crafted policies for GDPR, CCPA, HIPAA, etc.

Classification

Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive
Sensitive

VARONIS
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30 Results | 6 Selected (0.43 seconds)

Shlomi Bin[sbin@varonis.com]; Ronen Halbani[rhalbani@
rule_.. Those are the steps: (Ronen — let me know if you

=
want to add something

.com= Subject: RE: Missed conversation with Ronen Halbani See my comments inline ?

Shlomi Bin[sbin@wvaronis.com] Ronen Halbani[rhalbani@varonis.com]

Vered Peretz-Stern

Shlomi Bin[shin@wvaronis.com] Ronen Halbanifrhalbani@varonis.com] Vered Peretz-Stern

101 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

Export to CSWV

com] Vered Peretz-Stern... didn't use DCF

AVARONIS




x 4+
e | corpfs02/d

DatA

Dashboards Analytics Scheduled Searches

M Event On Re.. o

Events 4Servers Last Day

35 Results

£l Event Operation:

22

00:00 Jul 22 06:00 Jul 22

35.

ent details

raronistest91-my.sha...
partment(3)
https://varonistest91-my.sha...
count types(2)
https://varonistest91-my.sha...

12:00 Jul 22 18:00 Jul 22

User Name (Event By)

corp.local\Erin Manning

corp.local\Erin Manning
varonistest91.onmicroseft.com (Azure)\adm...
Abstract\ANONYMOUS LOGON
Abstract\ANONYMOUS LOG!
varonistest91.onmicrosoft.com (Azure)\Mar...
varonistest91.onmicrosoft.com (Azure)\Mar...

varonistest91.onmicrosoft.com (Azure)\Mar...

e

e modified

e opened
File opened

File opened

File opened

00:00 Jul 23

/sites/Fi...
/person...
/person..

/person...
/person...

/person...

06:00 Jul 23

Event Oper
| Acces...
I Acces...
| Acces...
I chan..
I Acces...
I Acces...
B Acces...

B Acces...

Event Time

07/22/2020 2:54 PM

07/22/2020 2:51 PM

12:00 Jul 23

Event Status

18:00 Jul 23

Object Name (Even
International Bonu...
International Bonu..

Q12006.xls

Employee Agreeme...
Employee Agreeme...
Employee Agreeme...

Employee Agreeme...

Employee Bonuses...

Upload Siz.




Activity of the finance team

What did the user do? Varonis event captured

MS Team member Group
or owner added Owner/member
Amelia added
Bonuses Excel
Linda
Bonuses Excel shared 0 )
outside the team 0 Share link created
James
Employment . -
agreement sent via File uploaded, Permission
MS Teams Chat - added

William

108 VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL.

Platform

@ Azure AD
S ’ SPO
S ’ SPO

- OP



Operation
by

Azure.AD\
David Johnson

Collect Enrich Learn Alert

They're clean events

Device IP External IP
Address Address

Bonuses/D

172.17.33.3 54.239.13.2
ocuments

Customer.xlsx

1/5/2020
8:45:00AM




Collect - Learn Alert

Then, we combine and enrich them

Account identification IP to Device resolution
(i.e., executive, admin, efc) (internal)

Operation Account Object sensitive? Path Device IP Device External IP Geo- Event

by Type Address Name Address location Time

1/5/2020
8:45:00AM

Azure.AD\ . Bonuses. Bonuses/Do
Executive

. 172.17.33.3 djohnson-It 54.239.13.2 New York
David Johnson xlsx cuments

File sensitivity Geolocation
with classification (External e.g., 365, VPN)



Collect Enrich - Alert

And use Al to learn behavioral baselines and profiles

David Johnson

This person is an executive

Usually works from “David’s device”

Usually logs in from an IP address
based in the US

David’s peers

Doesn’t usually access Pl (but has
access)

David’'s normal working hours




Collect

Enrich

Learn

Alert

Our Threat Models alert on meaningful deviations

David Johnson

This person is an executive

Usually works from “David’s device”

Usually logs in from an IP address
based in the US

David's peers
David’'s active and idle data

Typical working hours 8am-6pm EST

X

00000

Person logging in as David Johnson

This person is an executive

From a device associated with
another user

From an atypical geolocation

Behaving unlike his peers

Accessing data that he doesn’t
typically access

During working hours



Investigations are quick and conclusive

W\ varonis A »

Unusual amount of access to sensitive files

Account was not changed in the 7 days prior to current alert

Azure.AD\DavidlJohnson Account is not disabled/deleted
Triggered 4 alerts in the 7 days prior to the current alert
3 additional insights

I Account is not on the Watch List

First time use of EricZhang-PC in the 90 days prior to the current alert

EricZhang-PC
ricchang 0 additional insights

Domain: Azure.AD First time use of PIl by David Johnson in the past 90 days

100% of the events are inside David Johnson’s working hours

DEHZLAD TR 1 additional insights

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL



SharePoint Online & OneDrive Threat Detection

Unusual amount of files was shared publicly

Nglelflgle]
Unusual amount of sensitive files shared
eXTernO”y or pUblICly Alert Info: Jf Criticz © Exfiltration Status: s nermalbenaver
Sensitive data was shared with
everyone in the organization

12:45:00 PM AN
Activity
Access fo an usual number of sensitive
and idle files

Unusual number of deletions of sensitive
files

Hacking and exploitation tools usage
Ransomware and crypto activity
Geo location

for to the current alert

User Actions

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



Exchange Online Threat Detection

® Service/admin access to atypical mailboxes

® Abnormal email activity by non-mailbox owner

® Executive mailbox permission changes

® Administrative activity performed from outside the organization

® Geo-hopping alerts

AVARONIS



Remediation

Zx Recommended Users and Groups
& Reload & View = = Filters - - i Filters 2.1 Arrange By ~ | Edit Columns Account Management ~

Resources: hitj Org. units:

Look Faor: _ Look for:

Directory Total Hit Count ... | Classification Rules

¥ portals

Documerts L P _aliforni é D Leona Pearce (varonistest56.onmicrosoft.com (Azure;
Form Templ 2 i i L 4
List Templa

Marketing (varonistest 56.onmicrosoft. com (Azur
kson {varonistest56 anmicrosoft.com (Azure

(varonistest56.onmicrosoft.com (A7

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,



How Varonis enables wide-scale data protection for Office 365

\\
Centralized visibility and control for Data-centric threat detection with
hybrid O365 environments hundreds of out-of-the-box models
Quickly & accurately answer “Who Commit engine to take action to
really has access to critical data?” quickly remediate at-risk data
Classify and protect sensitive & Comprehensive and scalable audit
regulated data at scale trail of events across O365 apps

VARONIS



We wouldn’t even be considering
OneDrive If we didn’t have Varonis
iIn place.

Large U.S. Airline

N\ VARONIS



X
Summary \

® Teams and Office 365 makes it easy for users to collaborate and get work done

® Complexity under the hood results in a huge data protfection, security, and
compliance challenge

® Varonis complements and does not replicate functionality provided by Microsoft

® Varonis offers a unique premium solution at scale in a hybrid environment

AVARONIS



Where is sensitive data
in Teams, SharePoint &
OneDrive?

What are infernal and
external users doinge

What's being shared
publicly or externallye

VARONIS SYSTEMS. PROPRIETARY & CONFIDENTIAL,

Start With A Risk Assessment

Dashboards Analytics Scheduled Searches

SharePoint Online

20si

Files Shared With (Including
Inherited)

42% Files Shared With External Users (Including Inherited)

Files With Hits Shared With External Users
(Directly)

88

Files With Hits

24% Files With Classification Hits Shared Directly With
External Users

T§) Microsoft Teams -

% nsitive Files Shared With External Users
(Directly)

88

Sensitive Files

Sensitive Files Shared Directly With External Users

% Sensitive Files Shared Publicly (Directly)

2

Sensitive Files

0.54% Sensitive Files Shared Publicly (Directly)

T|gJ Microsoft Teams Private Channels

Sensitive Files

369+

Folders That Contain Sensitive Files

125

Folders

30% Folders That Contain Sensitive Files

Files Shared Publicly (Directly Or Via Inheritance)

656PM

~ B e

VARONIS
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Thank You
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CLOUD ACCESS SECURITY BROKER
(CASB)

ERIC CULBERTSON, ATOS
DARRELL RAYMOND, ATOS

BILL STEWART, SERVICE OWNER
MANAGED SECURITY SERVICES




CLOUD ACCESS SECURITY BROKER (CASB)

The new cloud access security broker (CASB) will provide insight and visibility
into cloud based services.

CASB will provide tools necessary for information security officers (ISOs) to
take control of Data:

» An ISO can receive access to view data for their agency.
» An ISO can easily identify users using undesirable or risky web services.

* An ISO can easily identify web services being utilized within the agency.

vita.virginia.gov | © 2020 Virginia IT Agency



CASB DASHBOARD

Below is a snapshot of the CASB dashboard.

Incidents Po

1 McAfee Dashboards

My Dashboard

New Services Unassigned Services High Risk Services
Number of services by Service Category - Last 7 Days MNumber of services by Service Category - Last 7 Days Upload data volume by Service Name for 99 Services - Last 7
Days
8/ 4,016 368.2us
Collborstion | 71 Marketing [ 15 LoverDr | 14375
T Sendces b Collaborarion [ 0 POF Merg, N 126\
Marketing [INNEEEE 1 Education |G 292 Combine POF [EEG 15.3MB
HR [ B Finance [N m IpGw PDF [l 8.2 MB
Development 5 IT Services m validator.nu | 25MB
Education 5 HR prL) BigBlueButton 15MB
Finance b Development 5 FreePDF.net 14 MB
Healthcare 5 Healthcare N4 Online Image E... 12 MB
ERP 4 Business Intel.., 181 PDF to DOC by ... 11MB
Cloud Infrastr... 3 Security 154 BeFunky T162 KB

vita.virginia.gov | © 2020 Virginia IT Agency



CASB DRILL DOWN

I McAfee Dashboards ~ Governance  Analytics Incidents

Reports  Custom Apps

My Dashboard »

Services Last7 Days Oct 21 - Oct 28 UTC

Filters View:

w
3
-
)
z
=
=]
®
F4
g
=g
=
&
ik
wn
m
=
=
2
=
=1
3
m
=
Qo
-
&
-l
o
£

o
Save View

Service Group 1 Services e ‘::jlé)

Unassigned )
Service Uplead Uplead Inbound Qutbound
Risk Category Group(s) Users Activities Requests ¥ Data Data Data Allowed | Denied [
Permission Type | 7 Collaboration Unassigned 4 29 61 146.7 me 76.2 me 1468 ME  222.0 M ee——
Allowed
Risk Attributes
Select an atribute v
Risk Type
> VIRGINIA
.¢// IT AGENCY vita.virginia.gov | 2020 Virginia IT Agency



CASB SOFTWARE AS A SOLUTION (SAAS)

Azure and Amazon Web Services (AWS) configuration audit

CASB performs configuration audits against Azure and AWS instances. Incidents are generated and

classified according to the MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK)
framework for risk assessment and aids in prioritizing remediation.

I McAfee Dashboards G

Incidents / Reports  Custom Apps

MITRE ATT&CK Matrix: Cloud

Last Month Sep 28 - Oct 28 UTC
McAfee’s evaluation of Cloud Services against the ATT&CK matrix

nsights Filters Views Search

Service Name
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Thank you!
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ZZ IT AGENCY

COMMONWEALTH OF VIRGINIA
SECURITY AWARENESS TRAINING
REMINDER




TIMELINES
HB 852 PASSED - APRIL 2020

*  MANDATORY TRAINING CURRICULUM WILL BE DEVELOPED AND IT SECURITY AWARENESS

TRAINING STANDARD WILL BE COMPLETED - NOVEMBER 30, 2020

*  VITAWILL BE REQUESTING AGENCIES TO IDENTIFY THEIR CURRENT OR PROPOSED SECURITY

AWARENESS TRAINING PROGRAM OR SOLUTION - FEBRUARY 28, 2021

. VITA WILL BE SCHEDULING SESSIONS IN DECEMBER AND JANUARY FOR ISOS. MORE DETAILS

WILL BE FORTHCOMING.
*  HB 852 REQUIREMENTS BECOME EFFECTIVE - JANUARY 1, 2021

*  PERHB 852, AGENCIES MUST CERTIFY THAT THEIR EMPLOYEES AND CONTRACTORS HAVE MET
MANDATORY TRAINING REQUIREMENTS BY AN OFFICIAL NOTIFICATION TO VITA- JANUARY 31,

2022




CURRICULUM REQUIREMENTS

THE CURRICULUM SHALL INCLUDE THE FOLLOWING:
1. ACTIVITIES

2. CASE STUDIES

3. HYPOTHETICAL SITUATIONS

®

OTHER METHODS OF INSTRUCTION:

(I) THAT FOCUS ON FORMING GOOD INFORMATION SECURITY HABITS AND PROCEDURES AMONG STATE

EMPLOYEES AND

(I1) THAT TEACH BEST PRACTICES FOR DETECTING, ASSESSING, REPORTING, AND ADDRESSING

INFORMATION SECURITY THREATS.




AGENCY REQUIREMENTS

EACH STATE AGENCY SHALL:

= MONITOR AND CERTIFY THE TRAINING ACTIVITY OF ITS EMPLOYEES TO
ENSURE COMPLIANCE WITH THE ANNUAL INFORMATION SECURITY TRAINING
REQUIREMENT

&
L

= VALUATE THE EFFICACY OF THE INFORMATION SECURITY TRAINING
PROGRAM

= FORWARD TO THE CIO SUCH CERTIFICATION AND EVALUATION, TOGETHER
WITH ANY SUGGESTIONS FOR IMPROVING THE CURRICULUM AND
MATERIALS, OR ANY OTHER ASPECTS OF THE TRAINING PROGRAM




> VIRGINIA

ZZ IT AGENCY
SECURITY AWARENESS TRAINING SOLUTIONS

- MANY AGENCIES ALREADY HAVE PROCURED SECURITY AWARENESS SOFTWARE TRAINING SOLUTIONS

- THE COMMITTEE HAS EVALUATED A NUMBER OF THE MOST POPULAR TRAINING SOLUTIONS AND

DETERMINED THE CURRICULUM REQUIRMENTS THAT THEY CURRENTLY MEET OR DO NOT MEET

- SOFTWARE OR TRAINING SOLUTIONS THAT WE HAVE NOT EVALUATED WILL ALSO BE CONSIDERED.

AGENCIES WILL NEED TO LET US KNOW WHAT THEY ARE USING SO WE CAN REVIEW THEM

- ROLE-BASED TRAINING WILL BE PART OF THE REQUIRED CURRICULUM

- AGENCIES WILL BE EXPECTED TO COMPLY WITH ALL CURRICULUM REQUIREMENTS.

- VITA WILL ASSIST AGENCIES IN IDENTIFYING GAPS IN CURRICULUM COVERAGE AND PROVIDE

ALTERNATIVE MEANS TO FULFILL THOSE REQUIREMENT GAPS

- ONE OF THE REQUIREMENTS IN HB852 WILL BE FOR AGENCIES TO INFORM VITA OF IMPROVEMENTS

THAT WE CAN MAKE TO THE OVERALL TRAINING PROGRAM.
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UPCOMING EVENTS




DECEMBER MEETING DATES
ISOAG MEETING - DEC. 2 FROM 1 - 4 P.M. (WEBEX)
BENJAMIN GILBERT / CYBER SECURITY & INFRASTRUCTURE AGENCY (CISA)
MICHAEL P. FRENCH / FEDERAL BUREAU OF INVESTIGATION

CHRIS JENSEN / TENABLE

®

IS ORIENTATION - DEC. 9 AT 1 P.M.

PRESENTER: MARLON COLE
REGISTRATION LINK:

HTTPS://COVACONF.WEBEX.COM/COVACONF/ONSTAGE/G.PHP?MTID=E376010E5A8341C8FD6133ACAADD

EAF2D




ADJOURN

Thank you for attending!




